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Thing
Request for an assessment of the sufficiency of the legal framework of international treaties on the exchange of tax
information in terms of the requirements for the protection of personal data under the GDPR Regulation, with
reference to the European Data Protection Board's Statement No 04/2021

Madam Director,

The Department of Legal Services of the Office for the Protection of Personal Data of the Slovak Republic
(hereinafter referred to as the Office) received on 22.07.2021 a request for an assessment of the sufficiency of the
legal regulation of international treaties in the field of exchange of tax information in terms of the requirements for
the protection of personal data under the GDPR Regulation with reference to the European Data Protection
Board's Declaration No. 04/2021.

The Office has carried out an analysis, assessed the contracts submitted and wishes to submit the following:




b) Opinion on the Agreement between the Slovak Republic and the United States of America

on the improvement of the implementation of international regulations in the area of? dans'
and for the implementation of the FATCA Act (published in the Collection of Laws under the
number of Announcement 48/2016 Coll.)

The Office has identified several provisions related to personal data in that agreement. The
scope of the data to be processed is contained in the agreement, incl. 2, which lists the personal
data to be transferred to the USA. The personal data to be processed are also set out, for example,
in Annex 1. However, despite the large number of data processed, the Office has not identified any
provisions in the agreement that address the protection of personal data.

In the case of transfers to this country, the persons concerned are most likely to be
monitored by public authorities and the Office therefore considers it relevant to refer also to the
EDPS's recommendations for additional measures.

For now, we bring to your attention the EDPB's position on FATCA:
https://edpb.europa.eu/sites/default/files/files/filel/edpb-2019-02-12-25-
fatca statement en.pdf and also a letter from the EDPB to Sophie in 't Veld:
https://edpb.europa.eu/svstem/files/2021-07/edpb letter out2021-
6119 intveld igas.pdf, which mentions FATCA.

Act No. 359/2015 Coll. on automatic exchange of information on financial accounts for the
purposes of tax administration and on amendment and supplementation of certain acts contains

819, according to which:

(1) The reporting financial institution, the Slovak reporting financial institution and the
competent authority of the Slovak Republic shall be regarded for the purposes of this Act
as the predddzkovatel'd, whose rights, duties and responsibilities in the processing of

personal data are laid down by a special regulation.

(2) Personal data shall be processed for the purpose of providing information on financial
accounts to the Member State of tax residence of the natural person, the Contracting State
of tax residence of the natural person and the United States of America for the purpose of
making an appropriate assessment of tax liability. The scope of the personal data to be

processed is set out in § 8a 13.



c)

(3) The reporting financial institution and the Slovak reporting financial institution shall process
the data referred to in 88 8 and 13 for the purposes of this Act and the FATCA Agreement for
ten years from the end of the calendar year in which the data were collected pursuant to 88 9
and 14.

Notwithstanding the express mention of the United States of America in paragraph 2 of that
provision, the Office considers that it is necessary for the lawful transfer of personal data to the United
States of America to fulfil one of the conditions of Chapter V of the General Data Protection Regulation.
The Office wishes to point out the discrepancy between the intended objective of the legislator (to
legalise the transfer to the USA as stated in the law) and the conditions laid down in Chapter V of the
General Data Protection Regulation. The mere declaration in the law is not sufficient to make the transfer
valid under the requirements of the secondary law of the European Union.

In this connection, we refer to the judgment of the Court of Justice of the European Union in
Case C-378/17, paragraph 38, according to which "the obligation to maintain national provisions which
are contrary to the EU law, is applicable not only to the domestic courts but also to all the national
authorities, including the judicial authorities, whose task it is to apply, in the exercise of their respective
powers, the European Union's farthest right. In the light of that judgment, an administrative authority may
also refrain from applying a national law which is contrary to European law, irrespective of whether or
not there is a decision on the invalidity of the national provision given by the competent authority.

Requirements for the lawfulness of transfers to third countries under the General Data
Protection Regulation

In order for the transfer of personal data to third countries to be lawful, some of the conditions
set out in Chapter V of the General Data Protection Regulation must be fulfilled. One of the possibilities
is the adequacy decision according to Art. 45 of the General Data Protection Regulation. Such a decision
was also the Privacy Shield decision, which was declared invalid by the Court of Justice of the European
Union in its decision C-311/18, also known as Schrems Il. Another possibility is the fulfilment of certain
other conditions, e.g. the conclusion of a legally binding and enforceable contract between public
authorities or public law bodies under Art. 46(2)(a) of the General Data Protection Regulation.

According to cl. 46 of the General Data Protection Regulation.



1. Inthe absence of a decision pursuant to Article 45(3), the transferor or processor may not carry
out the transfer of personal data to a third country or an international organisation unless the
transferor or processor has provided adequate safequards and provided that the persons

concerned have available to them an adequate and effective remedy.

2. The appropriate associations referred to in paragraph 1 may be established, without the
supervisory authority having to seek any special authorisation, by means of:
a) the transfer of the official and executable instrument between public authorities or public law

bodies

Since the above-mentioned international treaties have been submitted to the Office, we consider

that the supplier intended to transfer personal data on the basis of this provision.

The European Data Protection Board has issued Guidelines No 2/2020 on Articles 46(2)(a) &
46(3)(b) of the General Data Protection Regulation on the transfer of personal data between the authorities
of the Member States of the European Economic Area and non-member States of the European Economic
Area (hereinafter referred to as Guidelines No 2/2020). The Guidelines No 2/2020 contain minimum

safeguards which the transfer of personal data must meet in order to be lawful.
The minimum guarantees according to Guideline No. 2/2020 include:

1) Determination of the purpose and scope of the processing of personal data

2) Giving basic definitions

3) Compliance with the conditions for the protection of personal data (purpose limitation, data
privacy, data minimisation, data storage minimisation, data security and data confidentiality)

4) Indication of the rights of the data subjects (right to transparency of processing, access,
rectification, erasure, restriction of processing, existence of automated decision-making, right
to a remedy, restrictions on the rights of the data subjects)

5) Placing restrictions on transfers (restricting access to public bodies)

(b) Citlive data

7) Remedy mechanism

8) Mechanism of supervision




9) Termination clause

Are the above minimum guarantees an indication of the provisions? on the protection of
personal data

the particulars which should be contained in the contract pursuant to cl. 46(2)(a) of the General
Data Protection Regulation. Incorporation of the provisions! with warranties directly into the text of
the contract is considered to be the best solution. If this is not possible, the guidelines also allow
for the option of including a general clause in the contract itself, with the specific warranties being
set out in an addendum to the contract.

d) Summary

The Office concludes that the translated international treaties do not contain such a modification.
As we have stated above, the contracts submitted to the Office do not contain even the minimum safeguards
for the transfer of personal data to third countries, or the Office has not identified in the documents submitted
the minimum safeguards which are necessary for the lawfulness of the transfer of personal data to third
countries under Chapter V of the General Data Protection Regulation.

However, the transferor may also make use of other conditions for the lawfulness of the transfer
under Chapter V of the General Data Protection Regulation. It is up to the transferor to choose these and
to demonstrate their suitability. When setting up the processes for processing personal data, we suggest
that the controller works closely with a responsible person who is familiar with the controller's processing
operations. The Office, as a supervisory authority, provides only general assistance, since, with the
exception of the control of the processing of personal data and the administrative proceedings against the
controller, the Office does not have access to the detailed processes of the processing of personal data by
the controller.

In conclusion, we would like to point out that the issue of the transfer of tax data to the USA is
certainly not a matter exclusively for the Slovak Republic. This issue is relevant and topical in all countries
where the General Data Protection Regulation is in force, following the invalidation of the Privacy Shield
adequacy decision. As this is a complex matter concerning a number of countries, the Office reserves the

right to propose to the controller to consult with other controllers in the framework of a pan-European



working group, where the controller is represented, or to submit the matter to the European Data Protection
Board via the Pan-European working group, where the controller is represented.

The aforementioned pan-European co-ordination could, in the matter of the discussion of the above
ropes, in the course of the efforts to supplement the provisions! meeting the conditions of Chapter V of the
General



-the data protection regulation to harmonise the established procedure with a uniform result for all states
where the general data protection regulation applies.

Sincerel
y

Mgr. Katarina Vydarena
Director | Department of Primary
Services
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Vec

Ziadost o postdenie dostatoénosti pravnej Upravy medzinarodnych zmiiy v oblasti vymeny
dafovych informacii z hladiska poziadaviek na ochranu osobnych Udajov podla Nariadenia
GDPR s ohl'adom na Vyhldsenie Eurdpskeho vyboru pre ochranu ddajov ¢, 04/2021

VaZena pani riaditelka,

Odboru pravnych sluzieb Uradu na ochranu osobnych tdajov Slovenskej republiky (dalej
len urad) bola 22.07.2021 . dorucend Ziadost o posudenie dostato&nosti pravnej dpravy

ochranu Gdajov ¢. 04/2021.

Urad vykonal analyzu, posudil predloZené zmluvy a dovoluje si predloZit nasledovné:







b} Stanovisko k Dohode medzi Slovenskou republikou a Spojenymi Statmi americkymi na
zlepéenie dodrziavania medzinarodnych predpisov v oblasti dani a na implementaciu
zakona FATCA (vyhldseny v Zbierke zakonov pod Cislom Oznamenia 48/2016 Z. z.)

Urad v uvedenej dohode identifikoval niekotko ustanoveni suvisiace s osobnymi
Gdajmi. Rozsah udajov, ktoré maju byt spractvané dohoda obsahuje v&l. 2, kde su
vypisané osobné udaje, ktoré sa maju do USA prenaat. Osobné udaje, ktoré maju byt
spractivané sd tiez stanovené napr. vprilohe ¢ 1. Napriek rozsiahlemu poctu
spracuvanych Gdajov véak Urad neidentifikoval Ziadne ustanovenia, ktoré by v dohode
rietili ochranu osobnych tdajov.

Pri_prenose do tejto krajiny dochadza s najvyssou pravdepodobnost’ou k
sledovaniu dotknutych oséb organmi verejnej moci a preto Grad povazuje za relevantné
poukazat aj na odport&ania EDPB k dodato¢nym opatreniam.

Zirovei Vam davame do pozornosti stanovisko k FATCA od EDPB:
https://edpb.europa.eu/sites/default/ﬁles/ﬁies/ﬂie1/9dpb-2019-02—12-25—
fatca statement en.pdf atieZ list EDPB pre pani poslankyiiu Sophie in 't Veld:
.https://edpb.europa.eu/svstem/ﬁles/ZOZ1—07/edpb letter out2021-
6119 intveld igas.pdf, v ktorom sa FATCA spomina.

V Zakone & 359/2015 Z. z. 0 automaticke] vymene informacii o finanénych uctoch
na ucely spravy daniaozmenea doplneni niektorych zakonov je §19, podla ktorého:

(1) Oznamujuca finanénd institucia, slovenskd oznamujuca finanénd institucia a
prislusny orgdn Slovenskej republiky sa na ucely tohto zdkona povazuju za
prevddzkovatelov, ktorych prdva, povinnosti a zodpovednost pri spracuvani
osobnych udajov ustanovuje osobitny predpis.

(2) Osobné udaje sa spracuvaju na ucel poskytnutia informdcii o financnych uctoch
dlenskému §tdtu darovej rezidencie fyzickej osoby, zmluvnému §tdtu dariovej
rezidencie fyzickej osoby a Spojenym statom americkym s ciefom sprdvneho
vyrubenia danovej povinnosti. Rozsah spractvanych osobnych tdajov je uvedeny
v§8al3



c)

(3) Oznamujica financnd institucia a slovenskd oznamujuca finanénd institucia
spracuvajd Udaje uvedené v § 8 a 13 na lcel tohto zdkona a dohody FATCA desat
rokov od konca kalenddrneho roka, v ktorom sa udaje podla § 9 a 14 ozndmili.

Napriek vyslovnému uvedeniu Spojenych §tatov americkych v ods. 2 uvedeného
ustanovenia ma urad za to, Ze pre zakonny prenos osobnych Gdajovdo USAje nevyhnutné
spinit niektord z podmienok kapitoly V vieobecného nariadenia o ochrane udajov. Urad
si dovoluje poukazat na diskrepanciu medzi zamyslanym ciefom zdkonodarcu
(zlegalizovat prenos do USA vyhldsenim v zakone) a podmienkami, ktoré stanovuje
kapitola V vieobecného nariadenia o ochrane udajov. Samotné vyhlasenie v zakone
nepostaluje na to, aby bol prenos platny podla poiiadaviek sekundarneho prava
Europskej unie.

V tejto suvislosti si dovolime poukazat na rozsudok Sudneho dvora Eurdpskej Unie
vo veci C-378/17, bod 38, podfa ktorého povinnost ponechat vnutro$tdtne prdvne
predpisy, ktoré su v rozpore s prévom Unie, neuplatnené, sa tyka nielen vnutrostdtnych
stidov, ale aj vietkych $tdtnych orgdnov, vratane sprdvnych orgdnov, ktorych ulohou je
uplatriovat, v rdmci svojich prislunych prévomoci, pravo Unie.”. V zmysle tohto rozsudku,
aj spravny organ mobie neaplikovat vnutrostatne pravo, ktoré je v rozpore s europskymi
pravnymi predpismi, a to bez ohladu na to, ¢i existuje rozhodnutie o neplatnosti

vnitroétatneho ustanovenia vydané prislusSnym organom alebo nie.

Poziadavky pre zakonnost prenosu do tretich krajin podla vieobecného nariadenia
o ochrane tdajov

Aby bol prenos osobnych tdajov do tretich krajin zakonny, musi spinaf niektord
z podmienok uvedenych v kapitole V vieobecného nariadenia o ochrane udajov. Jednou
z moZnosti je rozhodnutie o primeranosti podfa cl. 45 vieobecného nariadenia o ochrane
Gdajov. Takymto rozhodnutim bolo aj Privacy Shield rozhodnutie, ktoré vdak Sadny dvor
Eurépskej Gnie vsvojom rozhodnuti C-311/18 znamej aj ako Schrems li vyhlasil za
neplatné. Dalou moZnostou je splnenie niektorych inych podmienok, ato napr.
uzatvorenie pravne zavidzného a vykonatelného nastroja medzi organmi verejnej moci
alebo verejnopravnymi subjektmi podfa &l. 46 ods. 2 pism. a) vSeobecného nariadenia
o ochrane tdajov.

Podla &l. 46 vieobecného nariadenia o ochrane Udajov:




1.

Ak neexistuje rozhodnutie podfa &ldnku 45 ods. 3, prevddzkovatel alebo

sprostredkovatel méZe uskutocnit prenos osobnych udajov do tretej krajiny alebo
medzindrodnej organizdcii len vtedy, ak prevddzkovatel alebo sprostredkovatef
poskytol primerané zdruky, a za podmienky, e dotknuté osoby maju k dispozicii
vymoZitelné prdva a ucinné prdvne prostriedky ndpravy.

2.

a)

Primerané zdruky uvedené v odseku 1 sa mézu ustanovit bez toho, aby sa

dozorny orgdn Ziadal o akékolvek osobitné povolenie, prostrednictvom:

prdvne zdvdzného a vykonatelného ndstroja medzi orgdnmi verejnej moci

alebo verejnoprdvnymi subjektmi

KedZe dradu boli predloZené vyssie uvedené medzinarodné zmluvy, domnievame

sa, Ze prevadzkovatel zamyslal prenasat osobné Gdaje na zaklade tohto ustanovenia.

Eurdpsky vybor pre ochranu tdajov vydal Usmernenia & 2/2020 k &lankom 46 ods.
2 pism. a) & ods. 3 pism. b) vieobecného nariadenia o ochrane udajov o prenosoch

osobnych Udajov medzi autoritami élenskych $tatov Eurépskeho hospodarskeho priestoru

a neclenskymi Statmi Eurdpskeho hospodarskeho priestoru (dalej len ako Usmernenia &

2/2020). Usmernenia €. 2/2020 obsahuju minimalne zéruky, ktoré musi prenos osobn\’/Ch

ddajov spifiat, aby bol zakonny.

Medzi minimalne zaruky podla Usmerneni ¢ 2/2020 patria:

1)
2)
3)

4)

5)
6)
7)
8)

Urcenie ucelu a rozsahu spracdvania osobnych udajov

Uvedenie zdkladnych definicii

Spinenie zdsad ochrany osobnych udajov (limitdcia ucelu, sprdvnost udajov,
minimalizécia ddajov, minimalizécia uchovdvania udajov, bezpecnost
a dévernost udajov)

Uvedenie prdv dotknutych oséb (prdvo na transparentnost spracuvania,
pristup,  opravu, vymazanie, obmedzenie spracidvania, existencia
automatizovaného rozhodovania prdvo na opravny prostriedok, obmedzenia
prdv dotknutych oséb)

Uvedenie obmedzenia prenosov (zahffigjlice spristupnenie pre viddne orgdny)
Citlivé udaje

Mechanizmus opravnych prostriedkov

Mechanizmus dohladu




9) Vypovednd klauzula

vyédie uvedené minimalne zaruky st ukazkou ustanoveni o ochrane osobnych
Gdajov, ktoré by mali byt obsiahnuté vzmluve podia ¢l. 46 ods. 2 a) vseobecného
nariadenia o ochrane dajov. Zakomponovanie ustanoveni so zarukami priamo do textu
zmluvy sa povaZuje za najlepsie riefenie. Ak to viak nie je mozné, usmernenia pripustajd
aj variantu, Ze v samotnej zmluve bude vieobecna klauzula tym, Ze konkrétne zaruky budd
uvedené v dodatku k zmluve.

d) Zhrnutie

Urad zaverom konstatuje, Ze v preloZenych medzinarodnych zmluvéch takdto Uprava
dradu predlozené, nedisponuju ani

absentuje. Ako sme uviedli vyssie, zmluvy, ktoré boli
n, resp. Urad neidentifikoval

minimélnymi zdrukami na prenos osobnych Gdajov do tretich kraji
v predloZenych dokumentoch minimalne zaruky, ktoré su pre zakonnost prenosu osobnych
dajov do tretich krajin podfa kapitoly V vieobecného nariadenia o ochrane Gdajov nevyhnutné.

prevadzkovatel véak moZe vyufit ajiné podmienky pre zakonnost prenosu podfa kapitoly
/ vieobecného nariadenia o ochrane tdajov. Ich volba atie? preukazanie vhodnosti je na
srevadzkovatefovi. Pri nastavovani procesov spracuvania osobnych udajov navrhujeme
evidzkovatefovi uzku spolupracu so zodpovednou osobou, ktora poznd spracovatelské
eracie prevadzkovatela. Urad ako organ dozoru poskytuje len véeobecnu asistenciu, kedZe
Wnimkou kontroly spractivania osobnych udajov a spravneho konania proti prevadzkovatelovi

ad k detailnym procesom pri spractvani osobnych udajov prevadzkovatefom nema pristup.

u dafovych udajov do USA urcite
aseni neplatnosti

Zaverom si dovolujeme uviest, Zze problematika prenos
je zalezitostou vyluéne Slovenskej republiky. Tato zalezitost je po vyhl
hodnutia o primeranosti Privacy Shield relevantna a aktualna vo vietkych 3tatoch, kde sa
atAuje vSeobecné nariadenie o ochrane udajov. KedZe ide o komplexni vec tykajucu sa’

rych krajin, Grad si dovoluje prevadzkovatelovi navrhnaf konzultdciu s ostatnymi

sdzkovatelmi v ramci celoeurdpskej pracovnej skupiny, kde ma prevadzkovatel zastupenie,

adne predlofenie otazky Eurdpskemu vyboru pre ochranu udajov prostrednictvom
eurdpskej pracovnej skupiny, kde mé prevadzkovatel zastupenie.

Prave uvedena celoeurdpska koordinacia by mohla v otazke prerokovavania uvedenych

Iv v pripade snahy o dopinenie ustanoveni spifiajicich podmienky kapitoly V vieobecného




nariadenia o ochrane Gdajov preniest harmonizovany postup so zjednotenym vysledkom pre
ietky §taty, kde sa vieobecné nariadenie o ochrane udajov uplatiuje.

S tctou

. l/’
Mgr. Katarina Vydarena
Riaditetka | Odbor prdvnych sluZieb




