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Dear Sir / Madam 

FATCA | Review of compatibility of IGA with GDPR and the EU Charter 

I am writing in relation to the massive bulk transfers of EU citizens' personal data to the USA under 

the Foreign Account Tax Compliance Act (FATCA), implemented in the Netherlands through the 

bilateral intergovernmental agreement (IGA) dated 18 December 2013. 

 
Whilst this letter is only 4 pages long, I have included a table of contents for ease of reference. 

 

 

TABLE OF CONTENTS 

EXISTING CONCERNS ........................................................................................................................................................ 2 

1. Concerns raised by the banking community .................................................................................................................. 2 

2. Concerns raised by the European data protection community ................................................................................ 2 

3. Concerns raised by the European Commission (Sophie in 't Veld MEP documents) ......................................... 2 

4. Concerns raised by the European Parliament ............................................................................................................... 2 

5. Requests for infringement proceedings under Art. 258 TFEU / EU Ombudsman ............................................... 3 

INVITATION TO REVIEW / REQUESTS .................................................................................................................... 3 

6. EDPB Statement 4/2021 ...................................................................................................................................................... 3 

7. Powers of AP ......................................................................................................................................................................... 3 

8. Lack of safeguards ................................................................................................................................................................. 4 

9. Requests .................................................................................................................................................................................. 4 

 

*** 

Our Ref: 5999/FXN/60052.1/fxn 

 

Your Ref: 

 

 

Dutch Personal Data Authority 

Autoriteit Persoonsgegevens (AP) 

Bezuidenhoutseweg 30 

2594 AV DEN HAAG 

 

 

Cc: - Sophie in 't Veld MEP 

      - Nederlanse Accidental Americans  

      - Association of Accidental Americans 

      - J.R., EU petitioner (Petition No 1088/2016) 

https://autoriteitpersoonsgegevens.nl/en


   

2 

 

 

 

EXISTING CONCERNS 

1. Concerns raised by the banking community 

Concerns about the lack of proportionality of extending FATCA to the UK have been raised 

the European Banking Federation (EBF), the British Bankers' Association (BBA) and the 

Institute of International Bankers (IIB) – See Annex 1 

 

2. Concerns raised by the European data protection community 

Concerns were also raised by all relevant data protection authorities, including the Article 29 

Working Party (WP29), the European Data Protection Supervisor (EDPS) and the group of 

experts appointed by the European Commission (AEFI) – See Annex 2. 

 

3. Concerns raised by the European Commission (Sophie in 't Veld MEP documents) 

3.1 Our analysis of internal documents released by the European Commission to Dutch MEP Sophie 

in 't Veld shows that the European Commission had expressed 'worrying' concerns about the 

data protection implications of FATCA as far back as 20111.   In particular, an internal note from 

28 November 2011 (reproduced here at p. 6) concluded that:  

"Our data protection experts, following their examination of the US reply, believe that the US data 

protection rules do not offer the same standard of protection as EU data protection laws".    

3.2 This was a whole 9 years before the Court of Justice of the European Union (CJEU) struck 

down the EU-US data transfer framework (known as 'Privacy Shield') for the same reason 

(inadequate data protection in the US). 

4. Concerns raised by the European Parliament 

4.1 More recently, in a study on Schrems II, the European Parliament, concluded that: 

"Our analysis shows that no US federal or state privacy law is likely to provide “essentially 

equivalent” protection compared to the EU GDPR in the foreseeable future. Indeed, there are 

serious and in practice insurmountable US constitutional and institutional as well as 

practical/political obstacles to the adoption of such laws." 

4.2. Concerns raised by the European Parliament In a previous study, and as regards the 

proportionality of FATCA, the European Parliament concluded that: 

"FATCA (operating in the EU through Intergovernmental Agreements or IGAs) appears to be neither 

proportionate, nor necessary, as it fails to narrow down the reporting obligations to individuals 

suspected of tax evasion". 

 

                                                
1 See also here, here and here for more internal documents. 

https://www.mishcon.com/news/correspondence
https://www.mishcon.com/upload/files/10%20Nov%20to%20PETI_EDBP_COM%20re%20PETI%20Hearing__.PDF
https://curia.europa.eu/juris/liste.jsf?num=C-311/18
https://curia.europa.eu/juris/liste.jsf?num=C-311/18
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/694678/IPOL_STU(2021)694678_EN.pdf
https://www.europarl.europa.eu/thinktank/en/document.html?reference=IPOL_STU(2018)604967
https://www.mishcon.com/upload/files/9%20Apr%202020%20to%20EDPB%20PETI%20%20TAXUD%20Mishcon%20de%20Reya%20LLP.pdf
https://www.mishcon.com/upload/files/11%20Apr%202020%20to%20EDPB%20PETI%20TAXUD.pdf
https://www.mishcon.com/upload/files/13%20Apr%202020%20to%20EDPB%20PETI%20TAXUD%20ICO%20002.pdf
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5. Requests for infringement proceedings under Art. 258 TFEU / EU Ombudsman 

5.1 Accordingly, and independently of each other, on 3 October 2019 and 3 April 2020 respectively, 

the Association of Accidental Americans chaired by Fabien Lehagre and two individuals 

(including J.R., the French individual whose petition led to the European Parliament's study on 

FATCA), filed two complaints with the European Commission asking that infringement 

proceedings be brought against France (in the case of the AAA) and EU Member States more 

generally. 

 

5.2 One of the complaints is currently before the EU Ombudsman, which is what happened to 

Sophie in 't Veld MEP when she tried to extract internal documents from the Commission.   

5.3 The current Commission's apparent departure from the correct approach taken by its 

predecessor (mentioned above) indicates the need for proactive action by national data 

protection authorities in order to ensure the respect of the data protection concerns of the 

vast number of individuals affected by FATCA in the EU (153,000 individuals in Germany alone 

according to official statistics). 

 

INVITATION TO REVIEW 

6. EDPB Statement 4/2021 

Separately, in its Statement 4/2021 the EDPB invited EU Member States to review automatic 

tax information agreements in the light of the CJEU's judgment in Schrems II (C-311/18). 

 

7. Powers of AP 

7.1 Schrems II, and its predecessor Schrems I (C-362/14) also provide authority for the role of 

national data protection authorities when it comes to the transfer of data outside of the EU.  In 

Schrems I and Schrems II, the CJEU held as follows (at para 43 and 121 respectively): 

"43 To ensure the protection of the fundamental right to privacy, national authorities have a wide 

range of powers..., in particular, investigative powers... effective powers of intervention, such as the 

power to temporarily or permanently prohibit data processing, or the power to bring legal 

proceedings." – Schrems I 

"121  … unless there is a valid Commission adequacy decision, the competent supervisory authority 

is required to suspend or prohibit a transfer of data to a third country… if, in the view of that 

supervisory authority… the protection of the data transferred that is required by EU law, in 

particular by Articles 45 and 46 of the GDPR and by the Charter, cannot be ensured by other 

means" – Schrems II 

 

7.2 Emphasising the role of national data protection authorities, on 15 June 2021 the CJEU 

recognised the direct effect of Art. 58(5) GDPR: 

 

'Each supervisory authority shall have power to bring infringements of this Regulation to the 

attention of the judicial authorities and where appropriate, to commence or engage otherwise in 

legal proceedings, in order to enforce the provisions of this Regulation' – Facebook v. 

Gegevensbeschermingsautoriteit (C-645/19. 

 

https://www.linkedin.com/feed/update/urn:li:activity:6826049040761802752/
https://www.mishcon.com/upload/files/21%20Dec%202020%20to%20COM%20re%20Infringement%20Proceedings%20---%20ADDITIONAL%20COMPLAINANT.PDF
https://www.europarl.europa.eu/doceo/document/PETI-CM-607954_EN.docx
https://www.mishcon.com/assets/managed/docs/downloads/doc_3306/16%20July%202021%20to%20EDPB%20re%20Official%20German%20Stats.PDF
https://www.ombudsman.europa.eu/en/case/en/59559
https://www.ombudsman.europa.eu/en/decision/en/65927
https://www.mishcon.com/assets/managed/docs/downloads/doc_3306/16%20July%202021%20to%20EDPB%20re%20Official%20German%20Stats.PDF
https://edpb.europa.eu/system/files/2021-04/edpb_statement042021_international_agreements_including_transfers_en.pdf
https://curia.europa.eu/juris/liste.jsf?num=C-311/18
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:62014CJ0362
https://curia.europa.eu/juris/liste.jsf?num=C-645/19
https://www.cnil.fr/fr/reglement-europeen-protection-donnees/chapitre6#Article58
https://curia.europa.eu/juris/liste.jsf?num=C-645/19
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8. Lack of safeguards 

In terms of safeguards and effective equivalence with the protections under EU law, we took 

the liberty of comparing one of the standardised IGAs with the EDPB guidelines 2/2020, which 

are also relevant for FATCA - see EDPB Statement 1/2019.  The standardised IGAs do not 

contain any of the safeguards required by the EDPB, let alone the requirements set out by the 

CJEU for effective equivalence.  

 

9. Requests 

9.1 In light of (a) the above; (b) the CJEU case law on the national data protection authorities' role; 

and (c) the invitation contained in the EDPB Statement 4/2021, we hereby invite you to review 

the compatibility of the Dutch FATCA IGA with the GDPR as well as the provisions on which 

the GDPR is based, notably (i) Art. 7, 8, 47 and 52 of the EU Charter of fundamental right; and 

(ii) Art. 8 of the European Convention on Human Rights.  

9.2 If you have doubts about the compatibility of the US-Dutch IGA dated 18 December 2013 (as 

amended2) and any implementing legislation with EU law, we would ask you please to put 

forward the objections before the Dutch courts in order for them, if they share its doubts as 

to the validity of the IGA, to make a reference for a preliminary ruling for the purpose of 

examination of the IGA’s validity (see mutatis mutandis paragraph 65 of Schrems I judgment). 

  

Best regards, 

 

Filippo Noseda 

Partner 

 

Direct Tel: +44 20 3321 7980  

Direct Fax: +44 20 3761 1846  

E-mail: filippo.noseda@mishcon.com 

 

 

Annex 1   - Concerns raised by the banking industry 

Annex 2   - Concerns raised by the European data protection community 

 

  

                                                
2 The amendment relates solely Annex II of the IGA and does not add any data protection safeguards. 

https://www.mishcon.com/upload/files/Mishcon%206%20Mar%202020.pdf
https://edpb.europa.eu/sites/default/files/consultation/edpb_guidelines_202002_art46guidelines_internationaltransferspublicbodies_v1.pdf
https://edpb.europa.eu/sites/default/files/files/file1/edpb-2019-02-12-25-fatca_statement_en.pdf
https://home.treasury.gov/system/files/131/FATCA-Agreement-Netherlands-12-18-2013.pdf
https://home.treasury.gov/system/files/131/FATCA-Agreement-Netherlands-12-18-2013.pdf
https://home.treasury.gov/system/files/131/FATCA-Agreement-Netherlands-12-18-2013.pdf
mailto:filippo.noseda@mishcon.com
https://www.irs.gov/pub/irs-utl/related-agreement-netherlands-annex-update.pdf


   

5 

 

 

 

Annex 1 – FATCA concerns raised by the banking industry 

 

 

1. In a letter sent to the IRS on 17 October 2011 (which is contained in the documents disclosed 

by the European Commission to Dutch MEP Sophie in 't Veld) by the British Bankers 

Association (BBA) summarised the lack of proportionality as follows3 

"Making FATCA more targeted and proportionate 

We also discussed a number of areas where the BBA believes that… you could make FATCA 

more proportionate and targeted to where the risks of tax evasion law." 

 

2. The European Banking Federation (EBF) raised similar concerns in a note to the Commission 

dated 4 February 2011 (also contained in the documents disclosed to Sophie in 't Veld MEP):4 

"List of Key concerns identified by the European banking industry 

Lack of proportionality 

FATCA was intended to recover tax from high net worth US individuals with significant offshore 

assets, but has lost sight of this and is now indiscriminately impacting all types of client (US and 

non-US, high worth and low worth) at huge cost to those clients and foreign intermediaries and 

for very limited return... 

FATCA implementation measures and rules are not proportionate to its essential aims…[putting] 

Foreign Financial Institutions at a competitive disadvantage against US financial intermediaries." 

 

3. The Institute for International Bankers (IIB) raised the following additional point during a 

meeting in Washington alongside the EBF - presumably because of the unilateral nature of 

information exchange (EU to US) under FATCA5: 

"There is a degree of irony in the Act as the compliance costs for foreign entities are probably 

going to be tax deductible, effectively forcing foreign countries to subsidise the 

compliance with FATCA." 

 

 

 

 

 

 

 

                                                
3  Disclosure Ref. Ares(2015)459787 – 04/02/2015; EBF Ref. RK11027 

 
4  Disclosure Ref. Ares(2015)497021 – 06/02/2015, 'Foreign Account Tax Compliance Act (FATCA), Financial 

Sector Taxation and CCTB, Meetings in Washington DC on 14, 15 and 16 December', disclosed to Sophie' 

in 't Veld MEP following an intervention from the EU Ombudsman, EU Disclosure Ref. 

Ares(2015)447406 - 04/02/2015 
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Annex 2 – FATCA concerns raised by the European data protection community 

 

 

1. In 2012, one month before the UK signed the first bilateral agreement with the US, the 

independent Data Protection Working Party Article 29 (WP29) - which represented the 

ICO and its counterparts – issued the first of a number of damning opinions on the 

proportionality of FATCA:  

"A bulk transfer and the screening of all these data is not the best way to achieve such a 

goal. Therefore more selective, less broad measures should be considered in order to 

respect the privacy of law-abiding citizens, particularly; an examination of alternative, less 

privacy-intrusive means must to be carried out to demonstrate FATCA’s necessity." 

 

2. In 2015, the European Data Protection Supervisor (EDPS) raised concerns about the 

proportionality of automatic exchange of information in an opinion issued in relation to the 

Common Reporting Standard, which is a derivation of FATCA: 

"26.   … the exchange of information on a certain number of accounts on an annual basis 

confirms our view that the information exchange is independent of the detection of any actual 

risk of tax evasion, thus questioning the proportionality of the measure itself." 

 

 

3. In 2018, following a petition by a dual US-French citizen, the European Parliament's Petitions 

Committee (PETI) commissioned a 46 page long study from an independent data protection 

expert, which came to the following conclusion: 

"So essentially the issue is about requirement (iii), i.e. whether FATCA restrictions operating within 

the EU through IGAs are necessary and proportionate measures. (…) 

 

In conclusion, FATCA restrictions operating within the EU through IGAs at the current stage and 

under certain circumstances appear to be neither proportionate, nor necessary in so far they fail 

to narrow down the reporting obligations to individuals suspected of tax evasion.  By contrast, 

these FATCA restrictions would constitute "necessary and proportionate measures" upon the 

condition that the U.S. provided, on a case-by-case basis, specific evidence that U.S. expatriates 

are using the EU financial system to engage in offshore tax evasion.  Lacking such evidence 

FATCA restrictions appear to go beyond what is strictly necessary to achieve the goal of fighting 

against offshore tax evasion." 

 

https://ec.europa.eu/justice/article-29/documentation/other-document/files/2012/20120621_letter_to_taxud_fatca_en.pdf
https://edps.europa.eu/sites/edp/files/publication/15-07-08_eu_switzerland_en.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2018/604967/IPOL_STU(2018)604967_EN.pdf

