Public-Private Financial Information-Sharing
Partnerships in the Fight Against Terrorism Financing:

Mapping the Legal and Ethical Stakes

Maja Dehouck
Marieke de Goede

University of Amsterdam
January 2021

B UNIVERSITY C I'Pajéift ‘%é

"M OF AMSTERDAM

Ilb



Public-Private Financial Information-Sharing Partnerships in the Fight Against Terrorism Financing:
Mapping the Legal and Ethical Stakes

Published on 5 January 2021 by the University of Amsterdam

Authors: Maja Dehouck and Marieke de Goede

This publication is published in open access format and distributed under the terms of the Creative
Commons Attribution-Non-Commercial-No-Derivatives License, which permits non-commercial
re-use, distribution, and reproduction in any medium, provided the original work is properly
cited and is not altered, transformed, or built upon in any way.

The views and recommendations expressed in this publication are those of the authors and do
not reflect the views of UvA or any other institution.

% UNIVERSITY C radft 1‘%4

=¥ OF AMSTERDAM

This project was funded by the European
Collaboration, Research & Analysis Union's Internal Security Fund - Police
Against the Financing of Terrorism



About

This report is part of a three-year research project on the ethical and legal challenges of public-private
financial information sharing at the University of Amsterdam, as part of Project CRAAFT.

Project CRAAFT (Collaboration, Research & Analysis Against the Financing of Terrorism) is an academic
research and community-building project designed to build stronger, more coordinated counter-ter-
rorism financing (CFT) capacity across the EU and in its neighbourhooda.The project engages with
authorities and private entities in order to promote cross-border connectivity and targeted research.

Funded by the European Union'’s Internal Security Fund - Police, the project is being implemented by
a Consortium led by RUSI Europe, along with the University of Amsterdam, Bratislava-based think tank
GLOBSEC and the International Centre for Counter-Terrorism (ICCT), based in The Hague. For more
information, see: https://www.projectcraaft.eu/

About the authors

Maja Dehouck is a researcher at the Department of Political Science at the University of Amsterdam.
She holds an LLM in International and European Law from Tilburg University and an MSc in Social and
Cultural Anthropology from KU Leuven. Her areas of research include counter-terrorism financing and
the illicit trade in cultural goods.

Marieke de Goede is Professor of Political Science at the University of Amsterdam with nearly
20 years of experience in research on counter-terrorism financing. She is author of Speculative Se-
curity: the Politics of Pursuing Terrorist Monies (University of Minnesota Press) and is Principal Inves-
tigator of Project FOLLOW: Following the Money from Transaction to Trial (www.projectfollow.org).
She has published a report (in Dutch) with Mara Wesseling on Counter Terrorism Financing Policies
in The Netherlands: Effectiveness and Effects (2018), via: https://repository.tudelft.nl/view/wodc/
uuid%3Abf9e1d87-fbb6-41ff-a1a6-f0d477d32b78

Acknowledgements

Many thanks to the members of Project CRAAFT and Project FOLLOW for their constructive feedback
on an earlier version of this report. In particular, we would like to thank Tasniem Anwar, Andreas Baur,
Rocco Bellanova, Esmé Bosma, Tom Keatinge, Pieter Lagerwaard, Anneroos Planqué-van Hardeveld,
Kinga Redlowska, Stephen Reimer and Carola Westermeier. Special thanks to the two anonymous re-
viewers and to Philippe de Koster and Hans Van Hemelrijck for their input.

This research received funding from the EU Internal Security Fund [grant agreement No. 878484 -
CRAAFT]. Additionally, this project has received funding from the European Research Council (ERC)
under the European Union’s Horizon 2020 research and innovation programme [grant agreement No.
682317].



Contents
SUMMARY
INTRODUCTION

PART A. BACKGROUND: FISPs AND FINANCIAL SURVEILLANCE
Financial Information-Sharing Partnerships
Relevance of the research
Approach

PART B. LEGAL AND ETHICAL DIMENSIONS
I. Democratic legitimacy
Establishment process
Legal basis
Necessity
Composition
Legitimate aim

IIl. Privacy and proportionality
Scope
Nature of the information exchanged
Access to information
Data protection
Profiling

I1l. Mistakes and misuse
Mistakes
Unintentional misuse
Intentional misuse

IV. Rights of individuals
Redress
De-risking

V. Accountability
Internal accountability
Oversight
Transparency
Sanctions

CONCLUSION
Annex 1: Key questions overview

Annex 2: Sources cited

05

06

07
08
09
10

12
13
13
13

14
14

17

17
18
18
19

22
22
22
23

25
25
25

27

27
27
28

30

31

34



SUMMARY

Financial Information-Sharing Partnerships
(FISPs) have emerged in the context of broad
trends in global Anti-Money Laundering (AML)
and Counter-Terrorism Financing (CFT) regula-
tion. What is unique to FISPs is that they enable
law enforcement information, including personal
data, to be proactively shared with private indus-
try actors. They constitute a cornerstone of fu-
ture CFT efforts.

The legal and ethical challenges of FISPs remain
insufficiently understood. These challenges in-
clude good governance, transparency and the
protection of the rights of citizens whose data
are shared. This report maps the ethical and legal
dimensions of FISPs, as a first step in a broader
study on legal embedding and ethical practices of
financial information sharing.

This report distinguishes five clusters of legal-ethical
challenges and formulates relevant questions to
be asked by and of FISPs for each area.

I. Democratic legitimacy

The democratic legitimacy of a FISP hinges on
both the democratic process through which
the partnership was established, and the
foundations of the partnership which have
been laid down through that process. These
foundations consist of the necessity for the
partnership, its legal basis, its composition,
and the boundaries of its purpose.

Il. Privacy and proportionality

Consistency with the principle of proportion-
ality is crucial for FISPs'. In order to ensure
this, it is imperative to identify any limits to
the exercise of democratic rights and civil lib-
erties. Perhaps the most pressing concern
in that regard is compatibility with privacy
standards and law.2 This compatibility can
be gauged along the lines of the scope and
nature of the information exchanged, access
to information, data protection and profiling.

1 de Oliveira, 2016
2 Reidenberg, 2001

I1l. Mistakes and misuse

FISPs hold a risk of producing adverse im-
pacts when they are not used for the pur-
pose or in the ways in which they were in-
tended, or when their set-up is inherently
flawed. What exactly constitutes misuse
within any given FISP depends on how the
aims, the legal obligations and ethical con-
duct have been defined. Misuse can manifest
in many different ways and can be intentional
or unintentional.

IV. Rights of individuals

Another cluster of challenges identified in
this report is the rights of individuals who
have been identified as part of a FISP inves-
tigation. We outline two sets of questions
which may assess whether persons identi-
fied within a FISP can find appropriate rem-
edy and are sufficiently protected against
de-risking.

V. Accountability

Ensuring accountability is important in a con-
text where sensitive law enforcement infor-
mation is passed between public and private
spheres. Oversight and accountability can
help address some of the potential harms
of profiling, mistakes and misuse outlined in
previous clusters. This report outlines four
aspects of accountability, namely internal
accountability, oversight, transparency and
sanctions.

A full overview of the key questions identified
throughout the report can be found in annex 1.



INTRODUCTION

Since 2015, new forms of public-private part-
nerships for financial information sharing
have been established around the world, with
the aim of countering terrorism financing and
financial crime3.

FISPs form a new platform in the combat against
terrorism financing, as they allow law enforce-
ment information, including personal data, to
be proactively shared with private industry
actors. Financial information-sharing partner-
ships are said to mark a fundamental shift to-
wards closer public-private collaboration and
a more targeted approach to combating terror-
ism financing efforts.*

However, a number of crucial questions around
the legal and ethical dimensions of FISPs remain
insufficiently understood by stakeholders, prac-
titioners and academia®. These include for exam-
ple issues around good governance, transparency
and the protection of the rights of citizens whose
data is shared. The premise of this report is that
ethical and legal concerns regarding financial
intelligence in general, manifest themselves in
specific ways in financial information-sharing
partnerships.

This report maps the legal and ethical dimen-
sions of FISPs, anchored in the academic litera-
ture on privacy, proportionality and surveillance
ethics. The objective of the report is threefold:

e First, to offer a comprehensive overview of
the ethical and legal dimensions of FISPs;

e Second, to develop a framework of questions
to gauge existing and future partnerships in
terms of their legal and ethical challenges;

e Third, to lay down the groundwork for the
next research phase, i.e. an analysis of the
state of affairs based on fieldwork in four
case study countries, in order to provide best
practice recommendations.

3 Maxwell, 2020

The report identifies five areas at the intersec-
tion of legality and ethics, relating to public-pri-
vate partnerships for financial information shar-
ing. Within each area, we propose a broad set of
guestions to be asked by and of FISPs.

FISPs exist within varying national contexts and
jurisdictions that shape their construction and
practices’. Therefore, the aim of this report is to
offer a broad framework to gauge any existing or
future partnership in terms of its legal and eth-
ical challenges, rather than providing a detailed
analysis of certain partnerships in particular.

The next phase of this project will offer an anal-
ysis of the state of affairs based on fieldwork in
four case study countries, with the aim of provid-
ing best practice recommendations. Where nec
essary, corrective or complementary measures
and the improvement of policies and processes
can be based on the findings of this research. As
such, the present study is intended to contribute
to strengthening FISPs democratic legitimacy,
ethical integrity and legal basis.

4 Our focus in this report is confined to counter-terrorism financing (CFT) measures, although the discussion can also

be applied to the anti-money laundering (AML) regime.

Maxwell & Artingstall, 2017
Maxwell, 2020

NG\

Maxwell & Artingstall, 2017: p. x; Europol, 2017; Clearinghouse 2017; Wesseling and de Goede 2018.



PART A.

BACKGROUND: FISPs AND FINANCIAL
SURVEILLANCE



FINANCIAL INFORMATION-SHARING

PARTNERSHIPS

Financial Information-Sharing Partnerships
(FISP) have emerged in the context of broad
trends in global Anti-Money Laundering
(AML) and Counter-Terrorism Financing (CFT)
regulation. The solidification of FISPs consti-
tutes a cornerstone of future CFT efforts, and
the potential to expand them to other types
of crime and other types of industry is being
explored.®

FISPs are a type of Public-Private Partnership (PPP)
that involves new collaborations between pub-
lic institutions (e.g. law enforcement and Finan-
cial Intelligence Units) and private partners (e.g.
banks, insurance companies, money transfer
providers).

The global AML and CFT regulatory context of
FISPs is shaped by, inter alia, the standards and
recommendations of the intergovernmental Fi-
nancial Action Task Force (FATF), the EU Fourth
and Fifth Money Laundering Directives, and
UN Security Council Resolutions 1267, 1373 and
2462.° These oblige banks, financial institutions,
insurance companies and other entities to identi-
fy transactions that are abnormal or suspicious in
the context of terrorism financing. It is known
that only a small number of suspicious trans-
actions reports are associated with terrorism
financing - less than 1% of those filed at all Fi-
nancial Intelligence Units (FIUs) across the EU, ac-
cording to a 2017 report.'°

The modus operandi of FISPs can range from
sharing knowledge and threat analyses, to ex-
changing operational information and personal
data.” What is unique to FISPs is that they al-
low law enforcement information, including the
names of specific individuals or other identifying
information, to be proactively shared with pri-
vate industry actors.” This reverses the flow of

information and renders it more dynamic in the
chain of financial transactions monitoring.” Most
FISPs are based on existing legal frameworks. At
the same time, pro-active operational data shar-
ing from law enforcement to private industry op-
erates at the limits of existing legal frameworks."

FISPs generally promise more targeted informa-
tion sharing and a better cost-benefit balance to
industry partners than large-scale transactions
monitoring. A recent Europol report praises the
potential of FISPs and calls for more “targeted”
approaches in financial intelligence, whereby
“intelligence feeds from law enforcement agen-
cies [act] as the basis for proactive financial crime
investigations.”

The targeted sharing of police information and
personal data with private partners through FISPs
raises considerable legal and ethical questions.
When ideas of this kind were first suggested in
the wake of the 9/11 attacks, the 9/11 Commis-
sion acknowledged the potential effectiveness of
sharing intelligence and law enforcement infor-
mation with private partners like banks, but also
expressed grave concerns: “Providing intelligence
about terrorist financing to bank personnel raises
serious privacy and civil liberty issues. (...) Turning
[intelligence] reports over to private citizens like bank
personnel runs the risk that entirely unsubstanti-
ated allegations may lead banks to shut customer
accounts or take other adverse action.”"® Though
the 9/11 Commission here speaks of intelligence
information, law enforcement information may
suffer similar limitations. This report maps and
examines the legal and ethical questions that are
applicable to FISPs and financial surveillance more
broadly.

8 Maxwell, 2019

9 An overview of all relevant regulation exceeds the scope of this report. See: King, Walker & Gurulé, 2018.
10 Europol, 2017: p. 40

11 Maxwell & Artingstall, 2017

12 Maxwell, 2020

13 de Goede, 2018

14 Wesseling and de Goede 2018.

15 Europol, 2017: p. 40; see also Clearinghouse 2017

16 Roth, Greenberg & Wille, 2019: p. 64



RELEVANCE OF THE RESEARCH

Sound legal and ethical bases are key to the
future of FISPs. They will provide existing and
future partnerships with the necessary po-
litical and democratic legitimacy to operate
in alignment with commitments to human
rights and civil liberties, and the principles of
good governance, legislative clarity and trans-
parency.” The ethical and legal dimensions of
FISPs have several broad implications which
underscore the importance and urgency of
research into them.

Financial surveillance in general affects the
rights and lives of citizens, and FISPs do so in
specific ways. FISP activities affect all clients of
the reporting entity whose financial data is be-
ing surveilled, all persons whose information has
been shared between public and private (or pri-
vate-private) entities, individuals who have been
the subject of an information request by law en-
forcement to private reporting entities, and per-
sons or demographics who have been the victim
of wrongful or excessive surveillance (e.g. as the
consequence of bias or misuse).

Financial surveillance risks indirectly generat-
ing chilling effects, whereby knowledge of the
existence of surveillance activities for coun-
ter-terrorism purposes discourages citizens
from engaging in legitimate behaviour.’”® Ex-
amples include refraining from donating to
charities which address important humani-
tarian needs', or from sending remittances.
There is no clear view on the chilling effects of
public-private partnerships in particular yet,
as in-depth studies on this risk are lacking.?®

Legal embedding and ethical practices within
FISPs are of importance to society at large and
the values and principles it upholds as its cor-
nerstones, such as democratic accountability
and respect for human rights and civil liberties.

17 Maxwell & Artingstall, 2017: pp. 27-39
18 Swire, 1999

19 Atia, 2007; Chong, 2020; ACLU, 2009
20 Biichi et al., 2020: p-6

21 Swire, 1999

22 See also Etzioni, 2018

23 Purtova, 2018; Andrew & Baker, 2019
24 Hufnagel & King, 2020

25 Keatinge & Keen, 2020; Davis, 2020

To the extent to which operations disregard eth-
ical considerations, they risk eroding the human
rights records and democracies of the countries
where they are in place.

Existing and emerging forms of FISPs create
precedents for future partnerships. As pioneers
in the field of sharing operational data between
public and private institutions, they set general
standards for ethical practice and the legal basis
for these types of partnerships. The precedent
set by FISPs may influence legal and ethical stand-
ards of future partnerships, including in coun-
tries where the harm to liberties is more acute
than in the countries where FISPs originated.?'
When, in these circumstances, new partnerships
are modelled after existing ones where legal and
ethical questions have not adequately been ad-
dressed, the rights of citizens in other countries
may be jeopardized.?? This in turn may harm
the credibility and reputation of FISPs in gener-
al. It might also complicate diplomatic efforts
in promoting human rights abroad and it might
erode the credibility of the EU’s leading role in
setting the global standard for data protection.??

Non-financial sectors such as the art market are
moving into the AML/CFT-regulated space, which
requires them to conduct checks on customers
and to detect and report suspicious transac-
tions.?* There is also increased interest in the
intelligence value of social media companies, as
terrorists expand beyond banks to new payment
systems and funding avenues.?> The potential for
extending models for information-sharing part-
nerships from the financial sector to other types
of reporting entities raises the question of what
kind of precedent they set in terms of their ethi-
cal and legal legitimacy.
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APPROACH

The present report builds on previous re-
search as well as emerging work on FISPs, in
order to map the ethical and legal dimensions
of FISPs.

FISPs emerged from a CFT financial surveillance
regime that rests on three existing pillars: (1) sus-
picious transactions reporting by banks, money
remitters and other reporting entities; (2) listing
and designation by national governments and
supranational institutions; and (3) juridically reg-
ulated law enforcement data requests in the con-
text of law enforcement investigations.

Transactions monitoring is a form of financial
surveillance where large databases of the finan-
cial transactions of banks, money service busi-
nesses and other reporting entities are analysed
and mined for abnormal patterns and behaviour.
Listing is a practice whereby named individual or
entities are placed on one of over 200 national or
international watchlists.? FISPs are a new form
of public-private partnership and financial data
sharing that holds ground between monitoring
and listing: in such partnerships, data on named
individuals and suspects is proactively shared by
law enforcement with private industry partners.

A large body of research exists on the challeng-
es and harms caused by listing and suspicious
transactions monitoring, and financial surveil-
lance more broadly. As CFT efforts increasingly
evolve into a FISP-based system, they are deserv-
ing of the same research attention as the previ-
ous measures of listing and suspicious transac-
tions monitoring.

Maxwell and Artingstall offer the most compre-
hensive analysis of FISPs to date, including an
overview of their various forms, methods and
their legal and political questions.?” In their 2017
report, Maxwell and Artingstall set out the ele-
ments for a “principles-based approach to informa-
tion sharing,” and offer a set of recommendations
ranging from robust governance structures to

26 De Goede & Sullivan, 2016.

27 Maxwell & Artingstall, 2017

28 Maxwell & Artingstall, 2017: pp. 27-44.
29 Wright 2010; see also Wright et al., 2015
30 OECD, sd

31 Marx, 1998: p. 174

effective oversight and transparency of metrics.?
This report builds upon this body of work in order
to develop a comprehensive mapping of the legal
and ethical challenges surrounding FISPs.

The present mapping of the ethical and legal
questions relevant to FISPs is embedded in aca-
demic literature and international governance
frameworks. We take ethical and legal aspects
and potential harms together. First, it is important
to identify and assess the legal context of FISPs,
which is not always clear-cut as FISPs operate at
the intersection between security objectives and
data protection law. Second, it is important to
consider the ethical implications of the types of
(personal) information sharing taking place within
FISPs. Ethics is broader than legal compliance, and
ethical implications of data practices can be con-
textual. Ethical concerns relating to FISPs include
for example good governance, transparency and
the protection of the rights of citizens whose data
is shared. There are also ethical concerns around
regulating the relations between public and pri-
vate actors, and questions concerning security
clearance and liability for private participants in
FISPs. In order to map and understand ethical
concerns, it is an accepted practice to work with
a list of questions that can help professionals re-
flect on their practices.?

This report starts from the Fair Information Prac-
tices as initially developed by the US Health, Ed-
ucation, and Welfare Department in the 1970s,
which subsequently informed the OECD Guide-
lines on the Protection of Privacy and Transbor-
der Flows of Personal Data.3® In 1998, sociologist
Gary T. Marx published an updated version of
the Fair Information Practices that takes new
technologies and new types of data sharing into
account. Marx's template is structured as a set
of twenty-nine “Questions to Help Determine the
Ethics of Surveillance,” subdivided into questions
on ‘means,’ ‘context’ and ‘use.”® Marx outlines
a set of questions to address ethical challenges
of data sharing and data mining.



This report draws upon Marx’s framework for
the ethics of surveillance and has adapted his
twenty-nine questions to the purpose of assess-
ing FISPs and other types of public-private infor-
mation-sharing partnerships and networks. We
distinguish five clusters of legal-ethical challeng-
es, and formulate relevant questions to be asked
by and of FISPs for each cluster:

l. Democratic legitimacy

Il.  Privacy and proportionality
lll. Mistakes and misuse

IV. Rights of individuals

V.  Accountability

Clusters | and Il are designed to ensure that FISPs
are founded on a sound ethical and legal basis.
They are intended to cover the ground of a solid
foundation for FISPs, in order to maximize their
legitimacy, legal embedding and ethical practice.
Cluster Il is concerned with the ways that harms
to individuals or groups may still occur in spite of
the ethical and legal embedding of FISPs. The last
two clusters cover ways to mitigate and remedy
those harmful impacts at the individual and part-
nership levels.

The discussion that follows is broadly framed to
address different types of public-private infor-
mation sharing and different types of data. Not
all issues are expected to be equally relevant to
all FISPs, as they all have different national legal
and ethical contexts that shape their construc-
tion and practices.

1



PART B.
LEGAL AND ETHICAL DIMENSIONS
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|. DEMOCRATIC LEGITIMACY

FISP entail close cooperation between public
agencies and private companies in the ful-
filment of traditionally public functions of
crime prevention and investigation. They en-
tail a transfer of power and responsibility>?
which fits in a broader trend whereby polic-
ing activities rely on the vigilance of private
actors.* Sharing responsibility between pub-
lic agencies and private actors in contributing
to the common good** requires a solid legal
and democratic basis.

The democratic legitimacy of a FISP hinges on
both the democratic process through which the
partnership was established, and the founda-
tions of the partnership which have been laid
down through that process. These foundations
consist of the need for the partnership, its legal
basis, its composition, and the boundaries of its
purpose.

Establishment process

A key component of the democratic legitimacy of
a FISP is whether its establishment was arrived
at through democratic decision-making proce-
dures; in other words, whether the decisions
around setting up the partnership were subject
to public discussion and political deliberation pri-
or to its start. The public discussion component
entails whether the general public is informed
of the purpose of financial information sharing3
and whether public debate is fostered preceding
decisions on the foundations of the partnership,
e.g. in the media or other public forums. Politi-
cal deliberation includes parliamentary debate,
stakeholder involvement and civil society con-
sultation. Of importance thereby is whether the
parties involved sufficiently represent the inter-
ests of all layers of society.3¢

32 Ross & Hannan, 2007

33 Amicelle & Favarel-Garrigues, 2012: p. 105
34 Etzioni, 2018: p. 6

35 Diderichsen & Ronn, 2017

36 Wright et al., 2015: p. 291

37 Diderichsen & Ronn, 2017

38 Maxwell & Artingstall, 2017: p. 31.

Allowing public insight and participation in the
establishment process implies considerable
transparency from the very start, which may
have to be balanced against the need for a cer-
tain degree of secrecy.? It must also be noted
that public discussion on financial information
sharing for CFT purposes can be challenging, as
the subject matter is complex and controversial.

Legal basis

The main prerequisite to the establishment of a
FISP is to ascertain that there is a sufficient legal
basis. Sharing police information and personal
data of potential suspects with private actors
is strictly regulated. There are good reasons
why police information is protected and police
suspects have rights in democratic societies. In
some cases, FISPs handle personal information
of persons who are not yet suspects in the for-
mal sense, but who have come to the attention
of police. Therefore, legitimacy in setting up a
FISP hinges on whether there is a sufficient legal
basis to give private actors the authority to carry
out this type of surveillance activities, in the ju-
risdiction where the FISP is to operate.

Generally, a distinction can be made between
FISPs whereby the legal basis is grounded in ex-
isting law which was not explicitly drafted with
FISPs in mind, and cases whereby a legal basis is
created through new legislation drafted with the
explicit purpose of creating the FISP. The choice
for either system may have implications on the
degree of uncertainty around the partnership’s
legal legitimacy, which may linger after its estab-
lishment. As Maxwell and Artingstall note, leg-
islative clarity is crucial to ensure “private sector
confidence in the interpretation of the legal gateway
for information sharing.”®
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Necessity

A second preliminary component to be discussed
prior to setting up a FISP is its place in the wid-
er AML/CFT regime. The question of necessity in
general entails whether alternative, less harmful
means to achieve the same end have been ex-
plored and deemed insufficient.?* Applied to FISPs
in particular, necessity translates to the question
of whether the need for a FISP as an alternative
or addition to the existing CFT regime, has been
demonstrated. It also means balancing the intru-
siveness of the measure with its results.

A myriad of obligations and engagements are in
place to counter the financing of terrorism, all
with their challenges for fundamental rights, their
burdens on financial institutions, and their mixed
results.*® Prior to setting up a FISP, there should
be democratic deliberation on the ways the ex-
isting regime has proven insufficient or other-
wise undesirable, and why the FISP is expected
to remedy the deficiencies of the existing system.
Part of that question is whether the partnership
is intended to supplement the existing regime, or
is meant to serve as a replacement of past pro-
grammes or current ones which are to be discon-
tinued. Lastly, have alternatives to a FISP been
examined to achieve the same goal of remedying
the shortcomings of the current CFT regime?

Composition

Once the legal basis and the place of the FISP
in the wider CFT regime are established, a third
foundation of the FISP which deserves closer
scrutiny is its composition. This means: on what
basis is decided which parties are included in the
partnership? Are partners included based on for-
mal requirements such as their recognition as a
financial institution, or rather on informal trust
relations? This question bears particular impor-
tance to, for instance, tech companies operating

in the sphere of new payment systems and
cryptocurrencies.

Inclusion in a Financial Information-Sharing Part-
nership entails access to privacy-sensitive and
security information. Consequently, in assem-
bling the partnership the trustworthiness of
partners involved is of vital importance. It must
also be examined whether the inclusion of cer-
tain private sector parties produces a competi-
tive disadvantage towards excluded institutions,
or vice versa. For instance, inclusion in a partner-
ship, especially in addition to existing obligations,
places additional burdens on the private sector
partner which excluded companies do not have.
On the other hand, particularly concerning new
players on the market, being included in a FISP
may provide a certain legitimacy which may
translate to reputational advantages over exclud-
ed companies.

Legitimate aim

The last of the FISP foundations to be subjected
to democratic deliberation is the definition and
justification of its objectives; in other words:
questions on the purpose of setting up a FISP,
what it is intended to do, and what the limits of
its purpose are. Democratic control is needed as
a means of ensuring that the activities serve le-
gitimate interests*'. The boundaries to the pur-
pose of information sharing impact inter alia is-
sues of function creep, misuse and the kinds of
information to be exchanged, which will be de-
tailed further below.

For what concerns surveillance in general, there
is no objective standard to determine which ob-
jectives are legitimate.*? States' positive duties to
defend and protect their citizens and to uphold

the rule of law are generally cited as a justification

39 Macnish, 2014
40 King, Walker & Gurulé, 2018; Wesseling & de Goede, 2018
41 Gould, 2019

42 Omand & Phytian, 2013



for the limitation of certain rights in the fight
against terrorism.** However, there is a general
consensus that the aims of surveillance activities
must be specifically justified and well-delineated
if one is to avoid them spilling over to unjustified
purposes such as bureaucratic empire building
or political or personal gain.**

Three main issues demonstrate the importance
of clear and justified boundaries to the goals of
public-private information sharing for CFT pur-
poses: First, the purpose of targeted forms of
surveillance in particular requires clear confines,
as they carry grave dangers when employed as a
tool for the repression of human rights defend-
ers and other unlawfully targeted groups.*® Sec-
ondly, the boundaries of certain CFT measures
are contested due to the pre-emptive security
logic underlying them.*¢ Third, given the blurred
lines between private corporations and law en-
forcement in FISPs, specific attention must be
paid to the compatibility of corporate business
interests with the public interest,#” such as the
risk of function creep linked to the commercial
use of financial intelligence data.

It is therefore important that the goals of any
FISP are made explicit, are specific and are justi-
fied“® as part of the democratic process detailed
in the previous section. The main question to
be deliberated on is how the objectives of the
FISP are to be defined and justified. Connected
to that is attention for how much flexibility the
boundaries of its purpose allow: do they leave
much room for interpretation or are they strictly
delineated?

15

43 Omand & Phytian, 2013: p. 52

44 Omand & Phytian, 2013: p. 53

45 Amnesty International, 2019

46 Anwar, 2020: p. 390. See also Opitz & Tellmann, 2014; de Goede, 2014

47 Helgesson, 2011

48 The purpose specification of the collection of personal data to “specific, explicit and legitimate” purposes is also codified

in law, for instance in GDPR Article 5.1b.
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Key questions
Cluster I: Democratic legitimacy

Establishment process

e Was the FISP established through democratic decision-making procedures?
e Was the decision to set up the partnership subject to public discussion and
political deliberation prior to its start?

Legal basis

e Whatis the legal basis of the FISP?
e Isthe legal basis of the FISP grounded in existing law or through enabling legislation
drafted with the explicit purpose of creating the FISP?

Necessity

e Has the need for a FISP as an alternative or addition to the existing CFT regime
been demonstrated?

Composition

e On what basis are decisions made regarding which institutions to include in
the partnership?

e Does the inclusion of certain private sector institutions produce a competitive
disadvantage towards excluded institutions, or vice versa?

Legitimate aim
e How are the objectives of the partnership defined and justified?
e To what extent do the boundaries of its purpose allow for flexibility?
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Il. PRIVACY AND PROPORTIONALITY

Consistency with the principles of privacy
and proportionality is crucial for FISPs.* In or-
der to ensure this, any limits to the exercise
of democratic rights and civil liberties caused
by surveillance and data processing must be
identified.>° Perhaps the most pressing con-
cerns in this regard are compatibility with pri-
vacy standards and data protection law. This
compatibility can be gauged along the lines of
the scope, the nature of the information ex-
changed, access to information, data protec-
tion and profiling.

The extensive obligations that financial institu-
tions and reporting entities have under AML/CFT
law create tensions with privacy laws and the
data protection of client information, especially
in the context of the EU General Data Protection
Regulation (GDPR).>" These are part of wider de-
bates on the tension between security and pri-
vacy, and the common good versus individual
rights.52 Following the principle of proportional-
ity,> the usefulness of financial information for
counter-terrorism and other security purposes
must be weighed against the limits to privacy.>

Scope

A key element to assess proportionality with
respect to financial surveillance is its scope, i.e.
the number of persons affected. Data protec-
tion law and principles stipulate the principle of
minimization, i.e. the limitation of data collection
to what is strictly necessary for the specified
purposes.*®

In principle, FISP operations are more targeted
than large-scale transactions monitoring. None-
theless, questions of proportionality remain

relevant as their modus operandi implies the col-
lection, retention and analysis of large databases
of identified individuals. A number of factors may
expand the scope of FISP activities. For instance,
the use of network analysis exponentially ex-
pands the scale of data retained and persons af-
fected.>® The principle of proportionality requires
attention to the limits of the degree of separation
to which a connection to (suspected) terrorism
financing justifies data collection about a person.
Pooling information from other sources is anoth-
er factor which may expand the scale of affected
people. Lastly, an implicit but structural incentive
for defensive over-reporting of suspicious activi-
ty has been observed in the past.> These issues,
among others, require the consideration of ques-
tions with respect to the number of people af-
fected by information sharing through FISPs and
whether the scope of data collection respects
the principle of proportionality.

Nature of the information exchanged

A second determinant to assess the proportional-
ity of financial surveillance is the level of intrusive-
ness. This covers limits as to which type of data
is collected and shared. In FISPs, the information
shared may be limited to typologies and exper-
tise. But FISPs may also share personal data such
as names, addresses, social security numbers,
bank account information and other personal
details.

Sharing financial and banking information allows
precise conclusions to be drawn about the private
lives of individuals.>® When aggregated over time
or with other data sources, it can reveal informa-
tion about sexual orientation, medical history,
purchase history and location information.>

49 de Oliveira, 2016
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59 Amnesty International, 2017: p. 28



Perhaps even more than communications data,
“Personal bank records provide a ‘virtual current bi-
ography’ of a person’s life, revealing not only finan-
cial data, but information about opinions, habits
and associations as well”.*® Although this informa-
tion constitutes a key intelligence-gathering tool
for law enforcement and security services,® it also
jeopardizes several privacy aspects, such as:

e ‘privacy of behaviour and action’, e.g. political
activities, religious practices, sexual prefer-
ences and medical conditions;

e ‘privacy of location and space’

e ‘privacy of association’, e.g. being part of
trade unions, political groups, or religious
communities.s?

Questions to be accounted for include what type
of information is exchanged, and what would be
the limits to what is strictly necessary for the de-
fined purposes. A number of strategies may mit-
igate the privacy implications of sharing certain
types of data. In discussing the information ex-
changed, it can be relevant, for instance, wheth-
er access to raw data has been limited,** whether
data has been aggregated with information from
other sources,® whether it is separated, encrypt-
ed, anonymized, etc.5®

Access to information

Along with the scope of surveillance and the types
of information exchanged, the question of access
control touches on several issues within FISPs:
who has access to information and personal data
that are shared in FISPs, how is access legally and
technically regulated, and is access minimized?

Firstly, in some cases, security clearance may be
needed in order to grant access to information.
Granting security clearance to private sector actors
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is not self-evident and multiple ways of going
about this are imaginable. Consequently, one of
the questions to be asked regarding access is on
what basis private sector access to sensitive infor-
mation is formally arranged.

Secondly, once security clearance is granted, what
are the procedures in place for granting and with-
drawing individuals' access to information?

Thirdly, depending on the type of collaboration,
the exchange of information within FISPs may
solely follow formal channels or may rely to var-
ying degrees on informal exchanges of informa-
tion. In the interests of transparency and account-
ability, questions can be raised regarding keeping
records of access and information exchanges.

Further questions around access relate to the di-
rection of information flows®¢ and the timing of in-
formation exchange, such as whether information
is exchanged in real time.®”

Lastly, what are the protocols regarding the cir-
culation of information within private sector in-
stitutions, e.g. between different branches of the
same banking group, as well as for cross-border
information sharing?

Data protection

The compatibility of financial transactions analy-
sis with applicable data protection laws has been
called into question on multiple fronts.®® Pub-
lic-private partnerships are subject to AML/CFT
legislation on the one hand, and data protection
and privacy laws on the other. These two regimes
are sometimes in tension, which makes compli-
ance challenging. Despite goodwill in the financial
industry, privacy and data protection remain chal-
lenging to reconcile with AML/CFT operations.
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This is partly due to a lack of expertise in the com-
bined area, but mainly due to a lack of coopera-
tion and alignment in the crafting of AML/CFT on
the one hand, and privacy laws on the other. As a
result, the implementation of data protection in
AML/CFT compliance is considered to still be in its
infancy.®®

A second reason for concern about data protec-
tion is the blurred line between private and pub-
lic entities. The distinction between government
and private sector privacy obligations is fading
as a result of private actors carrying out some
functions that were previously the reserve of law
enforcement.”® This is reflected in issues of legal
uncertainty surrounding public and private part-
nerships in the EU. Accountability structures for
private companies are regulated differently than
public ones, causing FISPs to fall within a grey
area of GDPR. As the private and public sides of
partnerships may be governed by different re-
gimes of data protection, public-private partner-
ships are feared to risk lowering data protection
standards.”

To ensure legal certainty in FISP operations, ques-
tions must be resolved regarding the regulatory
framework within which it operates. Does the
FISP fully comply with applicable privacy and data
protection regulations? Is there a lack of clarity in
terms of jurisdiction, applicable law, or unregulat-
ed aspects? Are certain aspects incompatible or
within grey zones of privacy and data protection
regulations - and if so, how are they resolved?
Does the form the FISP takes risk lowering data
protection standards? These questions relate to
domestic legal contexts, but are magnified when
information is shared across borders, or in the
case of multi-jurisdictional FISPs.”2
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Data protection also raises questions about
data retention and the length of storage of re-
cords about flagged transactions and individuals.
Where and for how long is personal information
and search records stored? For instance, touching
on the data protection principle of ‘the right to be
forgotten'’® are records being kept on individuals
who have been cleared of suspicion?’

Data protection also relates to whether security of
the data is adequately protected.” Have the dan-
gers to the security of the data been identified?
Which procedures and responsibilities have been
putin place regarding data security? For instance,
is there a safe environment for sensitive data and
ensuring maximum confidentiality? Is there ad-
equate protection against data breaches in how
data is stored and when data is in transit, and is
data disposed of in secure ways?’® Who within the
FISP is held responsible and accountable for re-
tention and security?

One final question is whether FISPs have con-
ducted a Privacy Impact Assessment (PIA), which
is one way to map and mitigate privacy and data
protection risks.”’

Profiling

Analysis of personal data carries the risk of pro-
filing on the basis of for example race, religion
or political opinion. According to the EU Police
Information Directive (which applies to sharing
law enforcement information in the EU context),
“Profiling that results in discrimination against
natural persons on the basis of special categories
of personal data [racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade
union membership] shall be prohibited, in accord-
ance with Union law.””®
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Nonetheless, financial surveillance activities hold
the potential for (un)conscious ethnic or religious
bias and for racial profiling and discrimination.”
According to David Lyon, institutionalized prej-
udice may spill over in categorization practices
and become enshrined in them.® Not only do
the blind spots caused by implicit or explicit bias
risk inefficiency by excluding certain potential
threats that do not fit the biased view, but the
consequences of bias may also deprive, for in-
stance, migrant communities of possibilities to
send remittances,®' or Muslim charities to carry
out humanitarian aid.®

The profiling categories and mechanisms of in-
scription and removal often function as a ‘black
box’ in security technologies.®® Making these
processes and technologies public would pose a
security risk. Therefore, their careful control and
review by established institutions is crucial. In
the interest of legal certainty, however, any un-
certainty created by these mechanisms must be
reduced, e.g. in cases where charities are desig-
nated as problematic or suspicious from a CFT
point of view and individuals may suffer grave
consequences if they happen to make donations
to these charities.®* Conversely, there may be
risks that only particular types of charities (based
on religious affiliations) are marked as potentially
suspect in the context of CFT.

There are emerging questions on the ethics of
technology with respect to potential bias in Al
and algorithmically-driven systems for detection.
Supposedly ‘neutral’ technologies based on au-
tomated decision-making risk producing uneven
and unequal outcomes.?®> The instructions given
to automatic systems to provide the basis for
judgements®® should be critically examined, and
policies must be put in place to detect and re-
duce the likelihood of bias in algorithmic design
and execution,® such as in the data used to train
algorithms.
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Even if FISPs work with targeted leads and data-
sets, awareness of profiling risks remains crucial.
FISPs use social network analysis to map net-
works of potential terrorist suspects, a method
which carries the risk of exponential growth of
data. There is a need for careful control of implic-
it and explicit biases to ensure that they do not
result in damage to individuals or organisations
which are disproportionately targeted, and con-
versely to prevent potential threats being dispro-
portionately overlooked. Unintentional harms
can be mitigated by identifying the risks of algo-
rithmic or human bias throughout key moments
of FISP operations, and ensuring adequate safe-
guards be put in place to mitigate these risks.
These may include training and monitoring of
personnel handling data, and critically ques-
tioning the methodology of risk-scoring and the
theory of (ab)normality on which they are based.
To prevent and remedy bias, the act of categori-
zation must continually be challenged.8®

Key questions on bias and profiling are firstly,
how risk and (ab)normality defined and whether
that definition leaves room for bias, and second-
ly, which safeguards are in place to minimize bias
in subjective judgements of individuals as well as
in automated systems.
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Key questions
Cluster Il: Privacy and proportionality

Scope

e Which factors influence the scale of data collection?
e Isthe scope of data collection compatible with the principle of proportionality?

Nature of the information exchanged

e Which types of information are exchanged as part of the partnership?
e Does the level of intrusiveness of data collection respect the principle of necessity?

Access to information

e On what basis is private sector access to sensitive information formally arranged?

e What procedures are in place for granting and withdrawing individuals’ access
to information?

e Are formal records kept of each exchange of information?

e What are the protocols regarding the circulation of information within private sector
institutions and across borders?

Data protection

e Whatis the relevant legal privacy and data protection regime that applies to the FISP?

e Arethere unresolved questions in terms of jurisdiction, applicable law, or unregulated
aspects?

e Does the FISP fully comply with privacy and data protection regulations, or are certain
aspects incompatible or within grey zones of privacy and data protection regulations?

e Has a Privacy Impact Assessment been conducted?

e Where is data stored, and is the length of data storage minimized?

e Which dangers exist to the security of the data? Which procedures and responsibili-
ties are put into place regarding data security?

Profiling

e How are risk and (ab)normality defined? Does this definition leave room for bias?
e Which safeguards are in place to minimize bias in subjective judgements of individuals
as well as in automated systems?
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l1l. MISTAKES AND MISUSE

FISPs hold a risk of producing adverse im-
pacts when they are not used for the purpose
or in the ways in which they were intended,
or when their set-up is inherently flawed.
What exactly constitutes misuse within any
given FISP depends on how the aims, the legal
obligations and ethical conduct have been de-
fined. Misuse can manifest in many different
ways and can be intentional or unintentional.

Any process, no matter how well embedded
legally, can involve risks of mistakes and mis-
use which need to be reckoned with. What is
at stake is limiting the implications of arbitrary
and wrongful designation and protecting the
rights of suspects and subjects whose informa-
tion is shared. The purpose here is to help create
awareness about these risks and set up the right
mechanisms and procedures to minimize them.

Mistakes

Mistakes in the personal information shared
within a FISP, as well as mistakes during the pro-
cess of analysis within a FISP,®° have the potential
to cause harm. In the context of CFT, concerns
have been raised regarding the frequency of
false positives and of lists containing erroneous
information.®

Concerns about mistakes mainly revolve around
the degree of subjectivity associated with the
suspicion process.’" FISPs share personal infor-
mation of persons who have come to the atten-
tion of law enforcement, but are not yet sus-
pects in the legal sense (i.e. in the sense of being
charged with a crime). In this manner, FISPs op-
erate at the intersection between law enforce-
ment and intelligence. It is imperative to guard
against wrongful suspicion and the harms this
may cause.

From a human rights perspective, these risks
require careful attention, as the material harms
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inflicted on individuals affected by financial ex-
clusion (account closures, asset freezes) are
grave.? In the aftermath of the cases of Abdullah
Kadi and Nabil Sayadi & Patricia Vinck, the harm-
ful consequences to wrongly accused individuals
have been extensively demonstrated.

All systems can make mistakes, but the ethical
question is how their occurrence and harmful
consequences are recognised and minimized in
a systematic way. Wrongful allocations can be
the consequence of both human errors of judge-
ment and of algorithmically generated results.
As private sector employees are crossing over to
the sphere of security,® specific attention must
be paid to their accuracy of judgement. It must
be noted that this places high demands on pub-
lic and private actors to invest in preventive and
remedying measures such as training and re-
cruiting.®® And that by avoiding the risk of false
positives, there is a counterbalancing risk of pro-
ducing false negatives.

Key questions regarding intelligence mistakes
include: Are adequate procedures in place to
prevent, detect and remedy the occurrence of
mistakes? Are sufficient controls and oversight
in place to ensure maximum data accuracy? How
is the risk of mistakes covered in private sector
employee training?

Unintentional misuse

Unintentional misuse constitutes transgressions
of the boundaries defined in all other sections of
this report, whereby the FISP is not used in the
way it was intended. The difference with inten-
tional misuse (see below) is that these transgres-
sions do not happen for particular commercial,
personal or political motives. For instance, con-
sider the case whereby a bank is requested that
information about an ongoing investigation is
not shared with the client in question, but the cli-
ent is unintentionally tipped off, whether directly



or indirectly. Or when a bank employee disre-
gards an agreement that information may not be
circulated freely with international branches of
its company. Despite happening unintentionally
or out of ignorance, this is nevertheless a breach
of the access controls agreed upon or set down
in law. These scenarios illustrate the need for
clarity and adequate training on what are consid-
ered transgressions and thus what the legal re-
quirements and ethical practice agreements are
within the FISP.

Intentional misuse

Any system based on subjective and situated
judgements on what can be deemed as unusual
or suspicious, holds the potential for intentional
misuse, or abuse.®® Intentional misuse may take
many forms.

Financial information sharing can be problematic
when either private company employees or law
enforcement personnel abuse their power for
personal gain, political motives or commercial/
strategic motives. This risk is linked to the issue
of broad discretion in applying the definition
of terrorism and of the categories of ‘suspect’
or ‘unusual’. The lack of a universally accepted
definition of terrorism® is known to leave a win-
dow for deliberate misuse of the term to target
political opponents, human rights defenders,
journalists, environmental activists and labour
leaders.?® As such, financial surveillance can be
used as a tool for repression®® or to serve the
commercial interest of banks to exit certain cli-
ents.'? It is therefore imperative that the criteria
on which to base suspicion or unusual activity
are objectively and uniformly determined, and
that they are subject to careful control to ensure
the necessary checks and balances are in place
in their definition and their application.
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Deliberate abuse may not always be straight-
forward. For instance, how are situations to be
judged whereby certain information is held back
because it is deemed commercially disadvanta-
geous to the bank? In other cases, the difference
between unintentional and intentional may be
hard to distinguish. Consider, for instance, that
a client is intentionally tipped off in the example
whereby the bank is requested not to share in-
formation about ongoing investigations with the
clientin question.

The risk of misuse, whether intentional or un-
intentional, requires procedures to be in place
to prevent, detect and remedy it. This necessi-
tates transparency at all stages of the informa-
tion-sharing activities. The points at which the
FISP lends itself to misuse must be identified.
This includes procedures to detect, flag and in-
vestigate misuse, but also requires clarity about
what to do when there is suspicion of misuse. For
instance, are banks to uncritically follow through
on any information request, or do they have the
power to refuse’ sharing certain information
when they are requested to, if they suspect or
judge that there is misuse? As with mistakes, ad-
equate training for private sector employees is
required around issues of misuse.

Helgesson & Morth, 2018; Favarel-Garrigues, Godefroy, & Lascoumes, 2011
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Key questions
Cluster lll: Mistakes and misuse

Mistakes

e Are adequate procedures in place to prevent, detect and remedy the occurrence

of mistakes?
e How is the risk of mistakes covered in private sector employee training?

Unintentional misuse

e What constitutes unintentional misuse within the FISP?
e Which procedures are in place to prevent, detect and remedy unintentional misuse?
e How is the risk of unintentional abuse covered in private sector employee training?

Intentional misuse

e What constitutes intentional misuse within the FISP?
e Which procedures are in place to prevent, detect and remedy intentional misuse?
e How is the risk of intentional abuse covered in private sector employee training?
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IV. RIGHTS OF INDIVIDUALS

The fourth cluster of challenges identified in
this report deals with the rights of individuals.
We outline two sets of questions which may
assess whether persons identified within a
FISP are sufficiently protected and can find ap-
propriate remedy.

Redress

Gary Maryx, in his ‘Ethics for the new surveil-
lance’,'®2 underscores the need for appropriate
means of redress when an individual has been
unfairly treated or procedures violated. The is-
sue of redress revolves around how irresponsible
surveillance and violations can be remedied, and
whether there is a forum to respond and griev-
ances expressed. This includes whether suspects
can challenge and contest decisions made regard-
ing their personal information.

The EU Police Information Directive stipulates the
right of the data subject to be informed of the
purposes of data processes and to “lodge a com-
plaint with a supervisory authority and the contact
details of the supervisory authority”.%

The question of redress affects several human
rights principles which have been confirmed in
cases of UN and EU blacklisting (designations),
including the right to an effective remedy set out
in the European Convention on Human Rights,
the right to a fair hearing and effective judicial
protection,’® as well as other principles such as
the presumption of innocence,'® transparency
of procedures,'® and the right to property.'”” The
human rights implications associated with the ab-
sence of adequate and timely means of redress
and judicial oversight following listing have been
documented following several cases and remain
an area of concern for human rights advocates.'%®

Questions to gauge the presence of adequate re-
dress include whether affected persons are given
sufficient information on procedures and deci-
sions, including the reasons for being identified
within a FISP and the authority which made the
decision.'®® Additionally, if the individual has been
treated unfairly or in cases where mistakes have
been made, are there appropriate means of re-
dress and judicial protection?'°

De-risking

It is well known that de-risking is a harmful sys-
temic consequence of CFT regulation and practic-
es."" The FATF defines de-risking as “the phenom-
enon of [...] restricting business relationships with [...]
categories of clients to avoid, rather than manage,
risk.”""? De-risking is harmful especially if it affects
certain groups more than others. Losing banking
access has a major impact on an individual's or or-
ganization’s life and effectively prevents societal
and political participation.

FISPs pose a particular risk in the context of
de-risking and generate specific questions con-
cerning banks’ responsibilities. In particular, it
needs to be clear what happens to a suspect’s
banking access once they become identified with-
in a FISP. In addition, the responsibility and liabili-
ty of financial institutions which (continue to) pro-
vide banking services to a named suspect need
to be clarified. Questions include whether pro-
tections against de-risking are in place; how sus-
pects' banking access is protected, and what pro-
cedures have been agreed concerning the private
partner’s responsibilities and obligations towards
suspects' banking access. If clients are exited from
banking relations, are there means for redress
(see above) and for clients to receive information
concerning the bank’s assessment and decision?
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Key questions
Cluster IV: Rights of individuals

Redress

e Are affected persons given sufficient information on procedures and decisions
made as part of the FISP, regarding their data and assets?

e |Iftheindividual has been treated unfairly or in cases where mistakes have been
made, are there appropriate means of redress and judicial protection?

De-risking

e What protections against de-risking are in place?

e How is suspects’ banking access protected, especially when they are not accused
or indicted?

e Have procedures been agreed concerning the private partner’s responsibilities
and obligations towards suspects’ banking access, and the provision of information
to clients whose banking relation has been terminated?

e Has bank liability been clarified and limited?
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V. ACCOUNTABILITY

Ensuring accountability is important in a con-
text where sensitive law enforcement infor-
mation is passed between public and private
spheres. FISPs, like other PPPs, operate at
the intersection between the public and the
private spheres. This poses particular chal-
lenges to the design of good accountability
frameworks."2 Oversight and accountability
can help address some of the potential harms
of profiling, mistakes and misuse discussed
above. This section outlines four aspects of
accountability, namely internal accountability,
oversight, transparency and sanctions.

Internal accountability

Internal accountability considers the ways a FISP
holds itself internally accountable for operating
in alignment with ethical and privacy standards.
This type of accountability requires that the part-
ners in a FISP interrogate the partnership on the
legal and ethical aspects described throughout
this report. This may be achieved through con-
ducting regular internal reviews and independ-
ent audits, and implementing corrective or com-
plementary measures where necessary. Internal
accountability implies a commitment to the con-
tinued improvement of policies and processes
to safeguard proportionality and fundamental
rights, and to detect and remedy any adverse ef-
fects such as mistakes, misuse and bias.

Oversight

A key contributing factor to the legitimacy of CFT
measures is for the public to have confidence
in the democratic oversight of the intelligence
activities as they are happening."* This is not a
straightforward task; in fact, “finding the right lev-
el of government/public oversight of the intelligence
community is one of the most important tasks fac-
ing any government”"> External accountability of
a FISP may be strengthened firstly through judi-
cial oversight, and secondly by creating mech-
anisms for political accountability. Concerning
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other possible external oversight mechanismes, it
needs to be questioned whether sufficient sepa-
ration is ensured between the FISP participants
and the oversight board or committee.

There are two main questions regarding over-
sight. Firstly, is the FISP subject to regulatory
oversight? Secondly, how does the FISP ensure
political accountability? This includes whether
the FISP is evaluated through deliberative dem-
ocratic forums based on regular external report-
ing, and whether the FISP is supported by broad
citizens consent. For instance, are broad surveys
conducted to gauge citizens' support and con-
sent (e.g. Eurobarometer)? Are there indications
of resistance against the measures (e.g. protest,
press, social media)?"¢

Transparency

Transparency as a transversal principle is crucial
to enable external accountability. How can the
public have confidence in FISP activities if cru-
cial decisions and operations remain invisible to
them? Transparency on number of data shared
and interventions made, is also of crucial impor-
tance for establishing the effectiveness of FISPs.
As Maxwell and Artingstall note, “transparency
[of FISPs] can be provided by developing and pub-
lishing performance and impact metrics, as well as
welcoming informed public policy debate around
the use of the approach.”"” The key question to be
asked is: are the operations of the FISP sufficient-
ly transparent so that they may continue to be
subjected to public debate?

A clear way for FISPs to offer transparency is to
regularly publish information about their activi-
ties. To date, FISPs offer some public reporting,
but publicly available information concerning
their operational aspects is limited, for exam-
ple regarding the amount of data shared or the
types of interventions made on the basis of their
analysis. Therefore, questions regarding trans-
parency gauge the extent of the information



included in reporting, for instance whether in-
formation about it entails ethical and legal as-
pects. Secondly, they touch on which publics the
reporting is made available to. Is access to this
information limited to certain groups of people,
and what are the thresholds for access? In other
words, is the information easily available?

Evidently, the very nature of intelligence activi-
ties requires a certain level of secrecy. However,
what constitutes ‘appropriate secrecy’ must be
justified and continually challenged."® There-
fore, if there is a need to keep aspects of the FISP
secret, is that secrecy explained and justified?

Sanctions

From the question of sufficient oversight flows
the question of which sanctions are in place, be-
cause to be meaningful all forms of accountabil-
ity rely on the threat of consequences for trans-
gressions. The question of sanctions is twofold.
Firstly, what procedures are in place to penalize
and amend transgressions such as mistakes,
misuse or bias? Secondly, what consequences
are attached to the FISP or its members if they
fall short of respecting fundamental rights, pro-
portionality or ethical standards?

118 Diderichsen & Ronn, 2017
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Key questions
Cluster V: Accountability

Internal accountability

e How does the FISP hold itself internally accountable for operating in alignment
with ethical standards?

Oversight

e Are FISP activities subject to regulatory oversight?
e How does the FISP ensure political accountability?
e Isthe FISP supported by broad citizens consent?

Transparency

e Does the FISP regularly publish information about its activities, and does this
include information about its ethical and legal aspects?

e To which publics is reporting made available?

e Are the operations of the FISP sufficiently transparent so that they may continue
to be subjected to public debate?

e Ifthereis aneed to keep aspects of the FISP secret, how is that secrecy explained
and justified?

Sanctions

e What procedures are in place to penalize and amend transgressions such as
mistakes, misuse or bias?

e What consequences are attached to the FISP or its members if they fall short
of respecting fundamental rights, proportionality or ethical standards?
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CONCLUSION

This report has collected an overview of the
ethical and legal challenges of targeted finan-
cial data sharing as part of Financial Intelli-
gence-Sharing Partnerships (FISPs).

FISPs are relatively new forms of public-private
partnerships. They enable proactive sharing of
personal information between law enforcement
and private institutions. While these types of
partnerships can be more effective than tradi-
tional CFT approaches, they raise considerable
guestions concerning their legal basis, privacy
protections and the rights of suspects, which
have been insufficiently analysed to date.

This report has given an extensive overview of
legal and ethical challenges relating to FISPs and
to financial surveillance more broadly. We have
identified five clusters of questions relating to (I)
democratic legitimacy, (I) privacy and propor-
tionality, (I1l) mistakes and misuse, (IV) rights of
individuals and (V) accountability. Together, we
outline 47 thought-provoking questions about
financial surveillance in general, applied to FISPs.
The questions are designed to draw the atten-
tion of FISP participants to the ethical and legal
dimensions of their practice and help assess
whether the activities of FISPs are consistent
with ethical and legal standards. We propose
that these questions be used to foster a conver-
sation and to assess FISP practices in the context
of good governance. Addressing these questions
will be a way for FISPs to strengthen their legiti-
macy and basis for future development.

In the next phase of this research, we will build
on the 47 questions outlined here to examine
FISPs in practice. We will study how the practic-
es of selected FISPs deal with the questions out-
lined in this report, in order to identify best prac-
tices. Eventually, our research will culminate in a
report on best practice and policy recommenda-
tions for FISPs.
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ANNEX 1: KEY QUESTIONS OVERVIEW

Cluster I: Democratic legitimacy

Establishment process

e Was the FISP established through democratic decision-making procedures?
e Was the decision to set up the partnership subject to public discussion and
political deliberation prior to its start?

Legal basis

e Whatis the legal basis of the FISP?
e Isthelegal basis of the FISP grounded in existing law or through enabling legislation
drafted with the explicit purpose of creating the FISP?

Necessity
e Has the need for a FISP as an alternative or addition to the existing CFT regime

been demonstrated?
Composition

e On what basis are decisions made regarding which institutions to include in
the partnership?

e Does the inclusion of certain private sector institutions produce a competitive
disadvantage towards excluded institutions, or vice versa?

Legitimate aim

e How are the objectives of the partnership defined and justified?
e To what extent do the boundaries of its purpose allow for flexibility?

Cluster Il: Privacy and proportionality

Scope

e Which factors influence the scale of data collection?

e Isthe scope of data collection compatible with the principle of proportionality?
Nature of the information exchanged

e Which types of information are exchanged as part of the partnership?
e Does the level of intrusiveness of data collection respect the principle of necessity?
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Access to information

e Onwhat basis is private sector access to sensitive information formally arranged?

e What procedures are in place for granting and withdrawing individuals’ access
to information?

e Areformal records kept of each exchange of information?

e What are the protocols regarding the circulation of information within private sector
institutions and across borders?

Data protection

e Whatis the relevant legal privacy and data protection regime that applies to the FISP?

e Arethere unresolved questions in terms of jurisdiction, applicable law, or unregulated
aspects?

e Does the FISP fully comply with privacy and data protection regulations, or are certain
aspects incompatible or within grey zones of privacy and data protection regulations?

e Has a Privacy Impact Assessment been conducted?

e Where is data stored, and is the length of data storage minimized?

e Which dangers exist to the security of the data? Which procedures and responsibili-
ties are put into place regarding data security?

Profiling

e How are risk and (ab)normality defined? Does this definition leave room for bias?
e Which safeguards are in place to minimize bias in subjective judgements of individuals
as well as in automated systems?

Cluster IlI: Mistakes and misuse

Mistakes

e Are adequate procedures in place to prevent, detect and remedy the occurrence
of mistakes?
e How is the risk of mistakes covered in private sector employee training?

Unintentional misuse

e What constitutes unintentional misuse within the FISP?
e Which procedures are in place to prevent, detect and remedy unintentional misuse?
e How is the risk of unintentional abuse covered in private sector employee training?

Intentional misuse

e What constitutes intentional misuse within the FISP?
e Which procedures are in place to prevent, detect and remedy intentional misuse?
e How is the risk of intentional abuse covered in private sector employee training?



33

Cluster IV: Rights of individuals

Redress

e Are affected persons given sufficient information on procedures and decisions
made as part of the FISP, regarding their data and assets?

e |If theindividual has been treated unfairly or in cases where mistakes have been
made, are there appropriate means of redress and judicial protection?

De-risking

e What protections against de-risking are in place?

e How is suspects’ banking access protected, especially when they are not accused
or indicted?

e Have procedures been agreed concerning the private partner’s responsibilities
and obligations towards suspects’ banking access, and the provision of information
to clients whose banking relation has been terminated?

e Has bank liability been clarified and limited?

Cluster V: Accountability

Internal accountability

e How does the FISP hold itself internally accountable for operating in alignment
with ethical standards?
Oversight
e Are FISP activities subject to regulatory oversight?

e How does the FISP ensure political accountability?
e Isthe FISP supported by broad citizens consent?
Transparency
e Does the FISP regularly publish information about its activities, and does this

include information about its ethical and legal aspects?

To which publics is reporting made available?

Are the operations of the FISP sufficiently transparent so that they may continue
to be subjected to public debate?

If there is a need to keep aspects of the FISP secret, how is that secrecy explained
and justified?

Sanctions

What procedures are in place to penalize and amend transgressions such as
mistakes, misuse or bias?

What consequences are attached to the FISP or its members if they fall short
of respecting fundamental rights, proportionality or ethical standards?
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