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Financial Information-Sharing Partnerships 
�)Ζ63V��KDYH�HPHUJHG�LQ�WKH�FRQWH[W�RI�EURDG�
WUHQGV�LQ�JOREDO�$QWL�0RQH\�/DXQGHULQJ��$0/��
DQG�&RXQWHU�7HUURULVP�)LQDQFLQJ��&)7��UHJXOD-
WLRQ��:KDW�LV�XQLTXH�WR�)Ζ63V�LV�WKDW�WKH\�HQDEOH�
law enforcement information, including personal 
data, to be proactively shared with private indus-
try actors. They constitute a cornerstone of fu-
WXUH�&)7�H΍RUWV��

The legal and ethical challenges of FISPs remain 
insufficiently understood. These challenges in-
clude good governance, transparency and the 
SURWHFWLRQ�RI�WKH�ULJKWV�RI�FLWL]HQV�ZKRVH�GDWD�
are shared. This report maps the ethical and legal 
GLPHQVLRQV�RI�)Ζ63V��DV�D�ȴUVW�VWHS�LQ�D�EURDGHU�
study on legal embedding and ethical practices of 
ȴQDQFLDO�LQIRUPDWLRQ�VKDULQJ��

7KLV�UHSRUW�GLVWLQJXLVKHV�ȴYH�FOXVWHUV�RI�OHJDO�HWKLFDO 
FKDOOHQJHV�DQG�IRUPXODWHV�UHOHYDQW�TXHVWLRQV�WR�
be asked by and of FISPs for each area. 

I. Democratic legitimacy
The democratic legitimacy of a FISP hinges on 
both the democratic process through which 
the partnership was established, and the 
foundations of the partnership which have 
been laid down through that process. These 
foundations consist of the necessity for the 
partnership, its legal basis, its composition, 
and the boundaries of its purpose.

II. Privacy and proportionality
Consistency with the principle of proportion-
ality is crucial for FISPs1. In order to ensure 
this, it is imperative to identify any limits to 
the exercise of democratic rights and civil lib-
erties. Perhaps the most pressing concern 
in that regard is compatibility with privacy 
standards and law.2 This compatibility can 
be gauged along the lines of the scope and  
nature of the information exchanged, access 
WR�LQIRUPDWLRQ��GDWD�SURWHFWLRQ�DQG�SURȴOLQJ�
 
  

1  de Oliveira, 2016
2  Reidenberg, 2001

SUMMARY
  
  III. Mistakes and misuse
FISPs hold a risk of producing adverse im-
pacts when they are not used for the pur-
pose or in the ways in which they were in-
tended, or when their set-up is inherently 
I ODZHG��:KDW� H[DFWO\� FRQVWLWXWHV�PLVXVH�
within any given FISP depends on how the 
aims, the legal obligations and ethical con-
GXFW�KDYH�EHHQ�GHȴQHG��0LVXVH�FDQ�PDQLIHVW�
LQ�PDQ\�GL΍HUHQW�ZD\V�DQG�FDQ�EH�LQWHQWLRQDO�
or unintentional. 

IV. Rights of individuals
Another cluster of challenges identified in 
this report is the rights of individuals who 
KDYH�EHHQ�LGHQWLȴHG�DV�SDUW�RI�D�)Ζ63�LQYHV-
WLJDWLRQ��:H�RXWOLQH�WZR�VHWV�RI�TXHVWLRQV�
which may assess whether persons identi-
ȴHG�ZLWKLQ�D�)Ζ63�FDQ�ȴQG�DSSURSULDWH�UHP-
edy and are sufficiently protected against 
de-risking. 

V. Accountability
Ensuring accountability is important in a con-
text where sensitive law enforcement infor-
mation is passed between public and private 
spheres. Oversight and accountability can 
help address some of the potential harms 
RI�SURȴOLQJ��PLVWDNHV�DQG�PLVXVH�RXWOLQHG�LQ�
previous clusters. This report outlines four 
aspects of accountability, namely internal 
accountability, oversight, transparency and 
sanctions.

$�IXOO�RYHUYLHZ�RI�WKH�NH\�TXHVWLRQV�LGHQWLILHG�
throughout the report can be found in annex 1.  
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Since 2015, new forms of public-private part-
nerships for financial information sharing 
have been established around the world, with 
WKH�DLP�RI�FRXQWHULQJ�WHUURULVP�ȴQDQFLQJ�DQG�
ȴQDQFLDO�FULPH3. 

FISPs form a new platform in the combat against 
WHUURULVP�ȴQDQFLQJ��DV�WKH\�DOORZ�ODZ�HQIRUFH-
ment information, including personal data, to 
be proactively shared with private industry 
actors. Financial information-sharing partner-
ships are said to mark a fundamental shift to-
wards closer public-private collaboration and  
a more targeted approach to combating terror-
LVP�ȴQDQFLQJ�H΍RUWV���

+RZHYHU��D�QXPEHU�RI�FUXFLDO�TXHVWLRQV�DURXQG�
the legal and ethical dimensions of FISPs remain 
LQVXɝFLHQWO\�XQGHUVWRRG�E\�VWDNHKROGHUV��SUDF-
titioners and academia�. These include for exam-
ple issues around good governance, transparency 
DQG�WKH�SURWHFWLRQ�RI�WKH�ULJKWV�RI�FLWL]HQV�ZKRVH�
data is shared. The premise of this report is that 
ethical and legal concerns regarding financial 
intelligence in general, manifest themselves in 
specific ways in financial information-sharing 
partnerships. 

This report maps the legal and ethical dimen-
sions of FISPs, anchored in the academic litera-
ture on privacy, proportionality and surveillance 
ethics. The objective of the report is threefold:

 ۸ )LUVW��WR�R΍HU�D�FRPSUHKHQVLYH�RYHUYLHZ�RI�
the ethical and legal dimensions of FISPs;

 ۸ 6HFRQG��WR�GHYHORS�D�IUDPHZRUN�RI�TXHVWLRQV�
to gauge existing and future partnerships in 
terms of their legal and ethical challenges; 

 ۸ Third, to lay down the groundwork for the 
next research phase, i.e. an analysis of the 
state of affairs based on fieldwork in four 
case study countries, in order to provide best 
practice recommendations.

3  Maxwell, 2020
৹ࡵ ৹HȚȍ৹ǗǽǁȚȐ৹ǡǷ৹ȗǞǡȐ৹ȍǋȊǽȍȗ৹ǡȐ৹ǁǽǷϯǷǋǇ৹ȗǽ৹ǁǽȚǷȗǋȍঃȗǋȍȍǽȍǡȐǶ৹ϯǷƲǷǁǡǷǘ৹ॲ�$bॳ৹ǶǋƲȐȚȍǋȐष৹ƲǱȗǞǽȚǘǞ৹ȗǞǋ৹ǇǡȐǁȚȐȐǡǽǷ৹ǁƲǷ৹ƲǱȐǽ৹
৹ ৹ǀǋ৹ƲȊȊǱǡǋǇ৹ȗǽ৹ȗǞǋ৹ƲǷȗǡঃǶǽǷǋΘ৹ǱƲȚǷǇǋȍǡǷǘ৹ॲ�B=ॳ৹ȍǋǘǡǶǋा৹
৹ࡶ ৹BƲΗΒǋǱǱ৹ઝ৹�ȍȗǡǷǘȐȗƲǱǱष৹ࡸࡲࡱࡳश৹৹Ȋा৹Ηॄ৹�ȚȍǽȊǽǱष৹ॄࡸࡲࡱࡳ৹�ǱǋƲȍǡǷǘǞǽȚȐǋ৹ॄࡸࡲࡱࡳ৹sǋȐȐǋǱǡǷǘ৹ƲǷǇ৹Ǉǋ৹%ǽǋǇǋ৹ࡹࡲࡱࡳा
৹ࡷ ৹BƲΗΒǋǱǱ৹ઝ৹�ȍȗǡǷǘȐȗƲǱǱष৹ࡸࡲࡱࡳ
৹ࡸ ৹BƲΗΒǋǱǱष৹ࡱࡳࡱࡳ

7KH�UHSRUW�LGHQWLȴHV�ȴYH�DUHDV�DW�WKH�LQWHUVHF-
tion of legality and ethics, relating to public-pri-
YDWH�SDUWQHUVKLSV�IRU�ȴQDQFLDO�LQIRUPDWLRQ�VKDU-
LQJ��:LWKLQ�HDFK�DUHD��ZH�SURSRVH�D�EURDG�VHW�RI�
TXHVWLRQV�WR�EH�DVNHG�E\�DQG�RI�)Ζ63V�

FISPs exist within varying national contexts and 
jurisdictions that shape their construction and 
practices�. Therefore, the aim of this report is to 
R΍HU�D�EURDG�IUDPHZRUN�WR�JDXJH�DQ\�H[LVWLQJ�RU�
future partnership in terms of its legal and eth-
ical challenges, rather than providing a detailed 
analysis of certain partnerships in particular.

7KH�QH[W�SKDVH�RI�WKLV�SURMHFW�ZLOO�R΍HU�DQ�DQDO-
\VLV�RI�WKH�VWDWH�RI�D΍DLUV�EDVHG�RQ�ȴHOGZRUN�LQ�
four case study countries, with the aim of provid-
LQJ�EHVW�SUDFWLFH�UHFRPPHQGDWLRQV��:KHUH�QHF-
essary, corrective or complementary measures 
and the improvement of policies and processes 
FDQ�EH�EDVHG�RQ�WKH�ȴQGLQJV�RI�WKLV�UHVHDUFK��$V�
such, the present study is intended to contribute 
to strengthening FISPs democratic legitimacy, 
ethical integrity and legal basis. 

INTRODUCTION
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PART A.
BACKGROUND: FISPs AND FINANCIAL 
SURVEILLANCE
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Financial Information-Sharing Partnerships 
(FISP) have emerged in the context of broad 
trends in global Anti-Money Laundering 
(AML) and Counter-Terrorism Financing (CFT) 
UHJXODWLRQ��7KH�VROLGLȴFDWLRQ�RI�)Ζ63V�FRQVWL-
WXWHV�D�FRUQHUVWRQH�RI�IXWXUH�&)7�H΍RUWV��DQG�
the potential to expand them to other types 
of crime and other types of industry is being 
explored.�

)Ζ63V�DUH�D�W\SH�RI�3XEOLF�3ULYDWH�3DUWQHUVKLS��333��
that involves new collaborations between pub-
OLF�LQVWLWXWLRQV��H�J��ODZ�HQIRUFHPHQW�DQG�)LQDQ-
FLDO�ΖQWHOOLJHQFH�8QLWV��DQG�SULYDWH�SDUWQHUV��H�J��
banks, insurance companies, money transfer 
SURYLGHUV���

The global AML and CFT regulatory context of 
FISPs is shaped by, inter alia, the standards and 
recommendations of the intergovernmental Fi-
QDQFLDO�$FWLRQ�7DVN�)RUFH��)$7)���WKH�(8�)RXUWK�
and Fifth Money Laundering Directives, and 
81�6HFXULW\�&RXQFLO�5HVROXWLRQV������������DQG�
�����9�7KHVH�REOLJH�EDQNV��ȴQDQFLDO�LQVWLWXWLRQV��
insurance companies and other entities to identi-
fy transactions that are abnormal or suspicious in  
the context of terrorism financing. It is known 
that only a small number of suspicious trans-
actions reports are associated with terrorism 
ȴQDQFLQJ�Ȃ�OHVV�WKDQ����RI�WKRVH�ȴOHG�DW�DOO�)L-
QDQFLDO�ΖQWHOOLJHQFH�8QLWV��)Ζ8V��DFURVV�WKH�(8��DF-
FRUGLQJ�WR�D������UHSRUW�10 

The modus operandi of FISPs can range from 
sharing knowledge and threat analyses, to ex-
changing operational information and personal 
data.11�:KDW�LV�XQLTXH�WR�)Ζ63V�LV�WKDW�WKH\�DO-
low law enforcement information, including the 
QDPHV�RI�VSHFLȴF�LQGLYLGXDOV�RU�RWKHU�LGHQWLI\LQJ� 
information, to be proactively shared with pri-
vate industry actors.12�7KLV�UHYHUVHV�WKH�ȵRZ�RI�

৹ࡹ ৹BƲΗΒǋǱǱष৹ࡺࡲࡱࡳ
৹ࡺ ৹�Ƿ৹ǽΑǋȍΑǡǋΒ৹ǽǗ৹ƲǱǱ৹ȍǋǱǋΑƲǷȗ৹ȍǋǘȚǱƲȗǡǽǷ৹ǋΗǁǋǋǇȐ৹ȗǞǋ৹ȐǁǽȊǋ৹ǽǗ৹ȗǞǡȐ৹ȍǋȊǽȍȗा৹[ǋǋश৹<ǡǷǘष৹sƲǱǯǋȍ৹ઝ৹%ȚȍȚǱǌष৹ࡹࡲࡱࡳा
10৹ ৹�ȚȍǽȊǽǱष৹ࡸࡲࡱࡳश৹Ȋा৹ࡱࡵ
11৹ ৹BƲΗΒǋǱǱ৹ઝ৹�ȍȗǡǷǘȐȗƲǱǱष৹ࡸࡲࡱࡳ
12  Maxwell, 2020
13৹ ৹Ǉǋ৹%ǽǋǇǋष৹ࡹࡲࡱࡳ
14৹ ৹sǋȐȐǋǱǡǷǘ৹ƲǷǇ৹Ǉǋ৹%ǽǋǇǋ৹ࡹࡲࡱࡳा
15৹ ৹�ȚȍǽȊǽǱष৹ࡸࡲࡱࡳश৹Ȋा৹ॄࡱࡵ৹Ȑǋǋ৹ƲǱȐǽ৹�ǱǋƲȍǡǷǘǞǽȚȐǋ৹ࡸࡲࡱࡳ
16৹ ৹XǽȗǞष৹%ȍǋǋǷǀǋȍǘ৹ઝ৹sǡǱǱǋष৹ࡺࡲࡱࡳश৹Ȋा৹ࡵࡷ

information and renders it more dynamic in the 
FKDLQ�RI�ȴQDQFLDO�WUDQVDFWLRQV�PRQLWRULQJ�13 Most 
FISPs are based on existing legal frameworks. At 
the same time, pro-active operational data shar-
ing from law enforcement to private industry op-
erates at the limits of existing legal frameworks.��

FISPs generally promise more targeted informa-
WLRQ�VKDULQJ�DQG�D�EHWWHU�FRVW�EHQHȴW�EDODQFH�WR�
industry partners than large-scale transactions 
monitoring. A recent Europol report praises the 
potential of FISPs and calls for more “targeted” 
approaches in financial intelligence, whereby 
“intelligence feeds from law enforcement agen-
FLHV�>DFW@�DV�WKH�EDVLV�IRU�SURDFWLYH�ȴQDQFLDO�FULPH�
investigations.”15

The targeted sharing of police information and 
personal data with private partners through FISPs 
UDLVHV�FRQVLGHUDEOH�OHJDO�DQG�HWKLFDO�TXHVWLRQV��
:KHQ�LGHDV�RI�WKLV�NLQG�ZHUH�ILUVW�VXJJHVWHG�LQ�
the wake of the 9/11 attacks, the 9/11 Commis-
VLRQ�DFNQRZOHGJHG�WKH�SRWHQWLDO�H΍HFWLYHQHVV�RI�
sharing intelligence and law enforcement infor-
mation with private partners like banks, but also 
expressed grave concerns: “Providing intelligence 
about terrorist financing to bank personnel raises 
serious privacy and civil liberty issues. (…) Turning 
[intelligence] reports over to private citizens like bank 
personnel runs the risk that entirely unsubstanti-
ated allegations may lead banks to shut customer 
accounts or take other adverse action.”�� Though 
the 9/11 Commission here speaks of intelligence 
information, law enforcement information may 
suffer similar limitations. This report maps and 
H[DPLQHV�WKH�OHJDO�DQG�HWKLFDO�TXHVWLRQV�WKDW�DUH�
DSSOLFDEOH�WR�)Ζ63V�DQG�ȴQDQFLDO�VXUYHLOODQFH�PRUH�
broadly. 

FINANCIAL INFORMATION-SHARING 
PARTNERSHIPS
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Sound legal and ethical bases are key to the 
future of FISPs. They will provide existing and 
future partnerships with the necessary po-
litical and democratic legitimacy to operate 
in alignment with commitments to human 
rights and civil liberties, and the principles of 
good governance, legislative clarity and trans-
parency.�� The ethical and legal dimensions of 
FISPs have several broad implications which 
underscore the importance and urgency of 
research into them. 

Financial surveillance in general affects the 
ULJKWV�DQG�OLYHV�RI�FLWL]HQV��DQG�)Ζ63V�GR�VR�LQ�
VSHFLȴF�ZD\V��)Ζ63�DFWLYLWLHV�D΍HFW�DOO�FOLHQWV�RI�
WKH�UHSRUWLQJ�HQWLW\�ZKRVH�ȴQDQFLDO�GDWD�LV�EH-
ing surveilled, all persons whose information has 
EHHQ�VKDUHG�EHWZHHQ�SXEOLF�DQG�SULYDWH��RU�SUL-
YDWH�SULYDWH��HQWLWLHV��LQGLYLGXDOV�ZKR�KDYH�EHHQ�
WKH�VXEMHFW�RI�DQ�LQIRUPDWLRQ�UHTXHVW�E\�ODZ�HQ-
forcement to private reporting entities, and per-
sons or demographics who have been the victim 
RI�ZURQJIXO�RU�H[FHVVLYH�VXUYHLOODQFH��H�J��DV�WKH�
FRQVHTXHQFH�RI�ELDV�RU�PLVXVH��

Financial surveillance risks indirectly generat-
ing chilling effects, whereby knowledge of the 
existence of surveillance activities for coun-
WHU�WHUURULVP�SXUSRVHV� GLVFRXUDJHV� FLWL]HQV�
from engaging in legitimate behaviour.�� Ex-
amples include refraining from donating to 
charities which address important humani-
tarian needs19, or from sending remittances. 
7KHUH�LV�QR�FOHDU�YLHZ�RQ�WKH�FKLOOLQJ�H΍HFWV�RI�
public-private partnerships in particular yet, 
as in-depth studies on this risk are lacking.20 

Legal embedding and ethical practices within 
FISPs are of importance to society at large and 
the values and principles it upholds as its cor-
nerstones, such as democratic accountability 
and respect for human rights and civil liberties.  

৹ࡸࡲ ৹BƲΗΒǋǱǱ৹ઝ৹�ȍȗǡǷǘȐȗƲǱǱष৹ࡸࡲࡱࡳश৹ȊȊा৹ࡸࡳঃࡺࡴ
৹ࡹࡲ ৹[Βǡȍǋष৹ࡺࡺࡺࡲ
৹ࡺࡲ ৹�ȗǡƲष৹ॄࡸࡱࡱࡳ৹�ǞǽǷǘष৹ॄࡱࡳࡱࡳ৹��=eष৹ࡺࡱࡱࡳ
20৹ ৹�ȞǁǞǡ৹ǋȗ৹ƲǱाष৹ࡱࡳࡱࡳश৹Ȋा৹ࡷ
21৹ ৹[Βǡȍǋष৹ࡺࡺࡺࡲ
22৹ ৹[ǋǋ৹ƲǱȐǽ৹�ȗΝǡǽǷǡष৹ࡹࡲࡱࡳ
23৹ ৹UȚȍȗǽΑƲष৹ॄࡹࡲࡱࡳ৹�ǷǇȍǋΒ৹ઝ৹�Ʋǯǋȍष৹ࡺࡲࡱࡳ
24৹ ৹,ȚǗǷƲǘǋǱ৹ઝ৹<ǡǷǘष৹ࡱࡳࡱࡳ
25৹ ৹<ǋƲȗǡǷǘǋ৹ઝ৹<ǋǋǷष৹ॄࡱࡳࡱࡳ৹�ƲΑǡȐष৹ࡱࡳࡱࡳ

To the extent to which operations disregard eth-
ical considerations, they risk eroding the human 
rights records and democracies of the countries 
where they are in place. 

Existing and emerging forms of FISPs create 
precedents for future partnerships. As pioneers 
LQ�WKH�ȴHOG�RI�VKDULQJ�RSHUDWLRQDO�GDWD�EHWZHHQ�
public and private institutions, they set general 
standards for ethical practice and the legal basis 
for these types of partnerships. The precedent 
VHW�E\�)Ζ63V�PD\�LQȵXHQFH�OHJDO�DQG�HWKLFDO�VWDQG-
ards of future partnerships, including in coun-
tries where the harm to liberties is more acute 
than in the countries where FISPs originated.21 
:KHQ��LQ�WKHVH�FLUFXPVWDQFHV��QHZ�SDUWQHUVKLSV�
are modelled after existing ones where legal and 
HWKLFDO�TXHVWLRQV�KDYH�QRW�DGHTXDWHO\�EHHQ�DG-
GUHVVHG��WKH�ULJKWV�RI�FLWL]HQV�LQ�RWKHU�FRXQWULHV�
PD\�EH� MHRSDUGL]HG�22 This in turn may harm 
the credibility and reputation of FISPs in gener-
al. It might also complicate diplomatic efforts 
in promoting human rights abroad and it might 
erode the credibility of the EU’s leading role in 
setting the global standard for data protection.23 

1RQ�ȴQDQFLDO�VHFWRUV�VXFK�DV�WKH�DUW�PDUNHW�DUH�
moving into the AML/CFT-regulated space, which 
UHTXLUHV�WKHP�WR�FRQGXFW�FKHFNV�RQ�FXVWRPHUV�
and to detect and report suspicious transac-
tions.�� There is also increased interest in the 
intelligence value of social media companies, as 
terrorists expand beyond banks to new payment 
systems and funding avenues.25 The potential for 
extending models for information-sharing part-
QHUVKLSV�IURP�WKH�ȴQDQFLDO�VHFWRU�WR�RWKHU�W\SHV�
RI�UHSRUWLQJ�HQWLWLHV�UDLVHV�WKH�TXHVWLRQ�RI�ZKDW�
kind of precedent they set in terms of their ethi-
cal and legal legitimacy.

RELEVANCE OF THE RESEARCH 
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The present report builds on previous re-
search as well as emerging work on FISPs, in 
order to map the ethical and legal dimensions 
of FISPs.  

)Ζ63V�HPHUJHG�IURP�D�&)7�ȴQDQFLDO�VXUYHLOODQFH�
UHJLPH�WKDW�UHVWV�RQ�WKUHH�H[LVWLQJ�SLOODUV������VXV-
picious transactions reporting by banks, money 
UHPLWWHUV�DQG�RWKHU�UHSRUWLQJ�HQWLWLHV������OLVWLQJ�
and designation by national governments and 
VXSUDQDWLRQDO�LQVWLWXWLRQV��DQG�����MXULGLFDOO\�UHJ-
XODWHG�ODZ�HQIRUFHPHQW�GDWD�UHTXHVWV�LQ�WKH�FRQ-
text of law enforcement investigations. 

Transactions monitoring is a form of financial 
VXUYHLOODQFH�ZKHUH�ODUJH�GDWDEDVHV�RI�WKH�ȴQDQ-
cial transactions of banks, money service busi-
nesses and other reporting entities are analysed 
and mined for abnormal patterns and behaviour. 
Listing is a practice whereby named individual or 
entities are placed on one of over 200 national or 
international watchlists.�� FISPs are a new form 
RI�SXEOLF�SULYDWH�SDUWQHUVKLS�DQG�ȴQDQFLDO�GDWD�
sharing that holds ground between monitoring 
and listing: in such partnerships, data on named 
individuals and suspects is proactively shared by 
law enforcement with private industry partners. 

A large body of research exists on the challeng-
es and harms caused by listing and suspicious 
transactions monitoring, and financial surveil-
ODQFH�PRUH�EURDGO\��$V�&)7�H΍RUWV�LQFUHDVLQJO\�
evolve into a FISP-based system, they are deserv-
ing of the same research attention as the previ-
ous measures of listing and suspicious transac-
tions monitoring. 

0D[ZHOO�DQG�$UWLQJVWDOO�R΍HU�WKH�PRVW�FRPSUH-
hensive analysis of FISPs to date, including an 
overview of their various forms, methods and 
WKHLU�OHJDO�DQG�SROLWLFDO�TXHVWLRQV����ΖQ�WKHLU������
report, Maxwell and Artingstall set out the ele-
ments for a “principles-based approach to informa-
tion sharing,”�DQG�R΍HU�D�VHW�RI�UHFRPPHQGDWLRQV�
ranging from robust governance structures to 

26৹ ৹�ǋ৹%ǽǋǇǋ৹ઝ৹[ȚǱǱǡΑƲǷष৹ࡷࡲࡱࡳा
৹ࡸࡳ ৹BƲΗΒǋǱǱ৹ઝ৹�ȍȗǡǷǘȐȗƲǱǱष৹ࡸࡲࡱࡳ
৹ࡹࡳ ৹BƲΗΒǋǱǱ৹ઝ৹�ȍȗǡǷǘȐȗƲǱǱष৹ࡸࡲࡱࡳश৹ȊȊा৹ࡸࡳঃࡵࡵा
৹ࡺࡳ ৹sȍǡǘǞȗ৹ॄࡱࡲࡱࡳ৹Ȑǋǋ৹ƲǱȐǽ৹sȍǡǘǞȗ৹ǋȗ৹ƲǱाष৹ࡶࡲࡱࡳ
30৹ ৹H���ष৹ȐǇ
31৹ ৹BƲȍΗष৹ࡹࡺࡺࡲश৹Ȋा৹ࡵࡸࡲ

H΍HFWLYH�RYHUVLJKW�DQG�WUDQVSDUHQF\�RI�PHWULFV��� 
This report builds upon this body of work in order 
to develop a comprehensive mapping of the legal 
and ethical challenges surrounding FISPs.

The present mapping of the ethical and legal 
TXHVWLRQV�UHOHYDQW�WR�)Ζ63V�LV�HPEHGGHG�LQ�DFD-
demic literature and international governance 
IUDPHZRUNV��:H�WDNH�HWKLFDO�DQG�OHJDO�DVSHFWV�
and potential harms together. First, it is important 
to identify and assess the legal context of FISPs, 
which is not always clear-cut as FISPs operate at 
the intersection between security objectives and 
data protection law. Second, it is important to 
consider the ethical implications of the types of 
�SHUVRQDO��LQIRUPDWLRQ�VKDULQJ�WDNLQJ�SODFH�ZLWKLQ�
FISPs. Ethics is broader than legal compliance, and 
ethical implications of data practices can be con-
textual. Ethical concerns relating to FISPs include 
for example good governance, transparency and 
WKH�SURWHFWLRQ�RI�WKH�ULJKWV�RI�FLWL]HQV�ZKRVH�GDWD�
is shared. There are also ethical concerns around 
regulating the relations between public and pri-
YDWH�DFWRUV��DQG�TXHVWLRQV�FRQFHUQLQJ�VHFXULW\�
clearance and liability for private participants in 
FISPs. In order to map and understand ethical 
concerns, it is an accepted practice to work with 
D�OLVW�RI�TXHVWLRQV�WKDW�FDQ�KHOS�SURIHVVLRQDOV�UH-
ȵHFW�RQ�WKHLU�SUDFWLFHV�29 

This report starts from the Fair Information Prac-
WLFHV�DV�LQLWLDOO\�GHYHORSHG�E\�WKH�86�+HDOWK��(G-
XFDWLRQ��DQG�:HOIDUH�'HSDUWPHQW�LQ�WKH�����V��
ZKLFK�VXEVHTXHQWO\�LQIRUPHG�WKH�2(&'�*XLGH-
lines on the Protection of Privacy and Transbor-
der Flows of Personal Data.30�ΖQ�������VRFLRORJLVW�
Gary T. Marx published an updated version of 
the Fair Information Practices that takes new 
technologies and new types of data sharing into 
account. Marx’s template is structured as a set 
of twenty-nine “Questions to Help Determine the 
Ethics of Surveillance,”�VXEGLYLGHG�LQWR�TXHVWLRQV�
on ‘means,’ ‘context’ and ‘use.’31 Marx outlines  
D�VHW�RI�TXHVWLRQV�WR�DGGUHVV�HWKLFDO�FKDOOHQJHV�
of data sharing and data mining. 

APPROACH
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This report draws upon Marx’s framework for 
the ethics of surveillance and has adapted his 
WZHQW\�QLQH�TXHVWLRQV�WR�WKH�SXUSRVH�RI�DVVHVV-
ing FISPs and other types of public-private infor-
PDWLRQ�VKDULQJ�SDUWQHUVKLSV�DQG�QHWZRUNV��:H�
GLVWLQJXLVK�ȴYH�FOXVWHUV�RI�OHJDO�HWKLFDO�FKDOOHQJ-
HV��DQG�IRUPXODWH�UHOHYDQW�TXHVWLRQV�WR�EH�DVNHG�
by and of FISPs for each cluster: 

I.  Democratic legitimacy
II.  Privacy and proportionality
III.  Mistakes and misuse
IV. Rights of individuals
V.  Accountability

Clusters I and II are designed to ensure that FISPs 
are founded on a sound ethical and legal basis. 
They are intended to cover the ground of a solid 
IRXQGDWLRQ�IRU�)Ζ63V��LQ�RUGHU�WR�PD[LPL]H�WKHLU�
legitimacy, legal embedding and ethical practice. 
Cluster III is concerned with the ways that harms 
to individuals or groups may still occur in spite of 
the ethical and legal embedding of FISPs. The last 
two clusters cover ways to mitigate and remedy 
those harmful impacts at the individual and part-
nership levels. 

The discussion that follows is broadly framed to 
address different types of public-private infor-
PDWLRQ�VKDULQJ�DQG�GL΍HUHQW�W\SHV�RI�GDWD��1RW�
DOO�LVVXHV�DUH�H[SHFWHG�WR�EH�HTXDOO\�UHOHYDQW�WR�
DOO�)Ζ63V��DV�WKH\�DOO�KDYH�GL΍HUHQW�QDWLRQDO�OHJDO�
and ethical contexts that shape their construc-
tion and practices. 
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PART B.
LEGAL AND ETHICAL DIMENSIONS
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FISP entail close cooperation between public 
agencies and private companies in the ful-
filment of traditionally public functions of 
crime prevention and investigation. They en-
tail a transfer of power and responsibility32 
ZKLFK�ȴWV�LQ�D�EURDGHU�WUHQG�ZKHUHE\�SROLF-
ing activities rely on the vigilance of private 
actors.33 Sharing responsibility between pub-
lic agencies and private actors in contributing 
to the common good�� requires a solid legal 
and democratic basis.  

The democratic legitimacy of a FISP hinges on 
both the democratic process through which the 
partnership was established, and the founda-
tions of the partnership which have been laid 
down through that process. These foundations 
consist of the need for the partnership, its legal 
basis, its composition, and the boundaries of its 
purpose. 

Establishment process

A key component of the democratic legitimacy of 
a FISP is whether its establishment was arrived 
at through democratic decision-making proce-
dures; in other words, whether the decisions 
around setting up the partnership were subject 
to public discussion and political deliberation pri-
or to its start. The public discussion component 
entails whether the general public is informed 
RI�WKH�SXUSRVH�RI�ȴQDQFLDO�LQIRUPDWLRQ�VKDULQJ35 
and whether public debate is fostered preceding 
decisions on the foundations of the partnership, 
e.g. in the media or other public forums. Politi-
cal deliberation includes parliamentary debate, 
stakeholder involvement and civil society con-
sultation. Of importance thereby is whether the 
SDUWLHV�LQYROYHG�VXɝFLHQWO\�UHSUHVHQW�WKH�LQWHU-
ests of all layers of society.�� 

32৹ ৹XǽȐȐ৹ઝ৹,ƲǷǷƲǷष৹ࡸࡱࡱࡳ
33৹ ৹�ǶǡǁǋǱǱǋ৹ઝ৹$ƲΑƲȍǋǱঃ%ƲȍȍǡǘȚǋȐष৹ࡳࡲࡱࡳश৹Ȋा৹ࡶࡱࡲ
34৹ ৹�ȗΝǡǽǷǡष৹ࡹࡲࡱࡳश৹Ȋा৹ࡷ
35৹ ৹�ǡǇǋȍǡǁǞȐǋǷ৹ઝ৹XǽǷǷष৹ࡸࡲࡱࡳ
36৹ ৹sȍǡǘǞȗ৹ǋȗ৹ƲǱाष৹ࡶࡲࡱࡳश৹Ȋा৹ࡲࡺࡳ
৹ࡸࡴ ৹�ǡǇǋȍǡǁǞȐǋǷ৹ઝ৹XǽǷǷष৹ࡸࡲࡱࡳ
৹ࡹࡴ ৹BƲΗΒǋǱǱ৹ઝ৹�ȍȗǡǷǘȐȗƲǱǱष৹ࡸࡲࡱࡳश৹Ȋा৹ࡲࡴा

Allowing public insight and participation in the 
establishment process implies considerable 
transparency from the very start, which may 
have to be balanced against the need for a cer-
tain degree of secrecy.�� It must also be noted 
WKDW�SXEOLF�GLVFXVVLRQ�RQ�ȴQDQFLDO�LQIRUPDWLRQ�
sharing for CFT purposes can be challenging, as 
the subject matter is complex and controversial.

Legal basis

7KH�PDLQ�SUHUHTXLVLWH�WR�WKH�HVWDEOLVKPHQW�RI�D�
)Ζ63�LV�WR�DVFHUWDLQ�WKDW�WKHUH�LV�D�VXɝFLHQW�OHJDO�
basis. Sharing police information and personal 
data of potential suspects with private actors 
is strictly regulated. There are good reasons 
why police information is protected and police 
suspects have rights in democratic societies. In 
some cases, FISPs handle personal information 
of persons who are not yet suspects in the for-
mal sense, but who have come to the attention 
of police. Therefore, legitimacy in setting up a 
)Ζ63�KLQJHV�RQ�ZKHWKHU�WKHUH�LV�D�VXɝFLHQW�OHJDO�
basis to give private actors the authority to carry 
out this type of surveillance activities, in the ju-
risdiction where the FISP is to operate. 

Generally, a distinction can be made between 
FISPs whereby the legal basis is grounded in ex-
isting law which was not explicitly drafted with 
FISPs in mind, and cases whereby a legal basis is 
created through new legislation drafted with the 
explicit purpose of creating the FISP. The choice 
for either system may have implications on the 
degree of uncertainty around the partnership’s 
legal legitimacy, which may linger after its estab-
lishment. As Maxwell and Artingstall note, leg-
islative clarity is crucial to ensure “private sector 
FRQȴGHQFH�LQ�WKH�LQWHUSUHWDWLRQ�RI�WKH�OHJDO�JDWHZD\�
for information sharing.”��

I. DEMOCRATIC LEGITIMACY
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Necessity

A second preliminary component to be discussed 
prior to setting up a FISP is its place in the wid-
HU�$0/�&)7�UHJLPH��7KH�TXHVWLRQ�RI�QHFHVVLW\�LQ�
general entails whether alternative, less harmful 
means to achieve the same end have been ex-
SORUHG�DQG�GHHPHG�LQVXɝFLHQW�39 Applied to FISPs 
LQ�SDUWLFXODU��QHFHVVLW\�WUDQVODWHV�WR�WKH�TXHVWLRQ�
of whether the need for a FISP as an alternative 
or addition to the existing CFT regime, has been 
demonstrated. It also means balancing the intru-
siveness of the measure with its results. 

A myriad of obligations and engagements are in 
place to counter the financing of terrorism, all 
with their challenges for fundamental rights, their 
EXUGHQV�RQ�ȴQDQFLDO�LQVWLWXWLRQV��DQG�WKHLU�PL[HG�
results.�� Prior to setting up a FISP, there should 
be democratic deliberation on the ways the ex-
isting regime has proven insufficient or other-
wise undesirable, and why the FISP is expected 
WR�UHPHG\�WKH�GHȴFLHQFLHV�RI�WKH�H[LVWLQJ�V\VWHP��
3DUW�RI�WKDW�TXHVWLRQ�LV�ZKHWKHU�WKH�SDUWQHUVKLS�
is intended to supplement the existing regime, or 
is meant to serve as a replacement of past pro-
grammes or current ones which are to be discon-
tinued. Lastly, have alternatives to a FISP been 
examined to achieve the same goal of remedying 
the shortcomings of the current CFT regime?  

Composition

Once the legal basis and the place of the FISP 
in the wider CFT regime are established, a third 
foundation of the FISP which deserves closer 
scrutiny is its composition. This means: on what 
basis is decided which parties are included in the 
partnership? Are partners included based on for-
PDO�UHTXLUHPHQWV�VXFK�DV�WKHLU�UHFRJQLWLRQ�DV�D�
ȴQDQFLDO�LQVWLWXWLRQ��RU�UDWKHU�RQ�LQIRUPDO�WUXVW�
UHODWLRQV"�7KLV�TXHVWLRQ�EHDUV�SDUWLFXODU�LPSRU-
tance to, for instance, tech companies operating 
 
 

Macnish, 2014  ࡺࡴ
40৹ ৹<ǡǷǘष৹sƲǱǯǋȍ৹ઝ৹%ȚȍȚǱǌष৹ॄࡹࡲࡱࡳ৹sǋȐȐǋǱǡǷǘ৹ઝ৹Ǉǋ৹%ǽǋǇǋष৹ࡹࡲࡱࡳ
41৹ ৹%ǽȚǱǇष৹ࡺࡲࡱࡳ
42৹ ৹HǶƲǷǇ৹ઝ৹UǞΘȗǡƲǷष৹ࡴࡲࡱࡳ

in the sphere of new payment systems and 
cryptocurrencies.

Inclusion in a Financial Information-Sharing Part-
nership entails access to privacy-sensitive and 
VHFXULW\�LQIRUPDWLRQ��&RQVHTXHQWO\��LQ�DVVHP-
bling the partnership the trustworthiness of 
partners involved is of vital importance. It must 
also be examined whether the inclusion of cer-
tain private sector parties produces a competi-
tive disadvantage towards excluded institutions, 
or vice versa. For instance, inclusion in a partner-
ship, especially in addition to existing obligations, 
places additional burdens on the private sector 
partner which excluded companies do not have. 
On the other hand, particularly concerning new 
players on the market, being included in a FISP 
may provide a certain legitimacy which may 
translate to reputational advantages over exclud-
ed companies.  

Legitimate aim

The last of the FISP foundations to be subjected 
WR�GHPRFUDWLF�GHOLEHUDWLRQ�LV�WKH�GHȴQLWLRQ�DQG�
justification of its objectives; in other words: 
TXHVWLRQV�RQ�WKH�SXUSRVH�RI�VHWWLQJ�XS�D�)Ζ63��
what it is intended to do, and what the limits of 
its purpose are. Democratic control is needed as 
a means of ensuring that the activities serve le-
gitimate interests��. The boundaries to the pur-
pose of information sharing impact inter alia is-
sues of function creep, misuse and the kinds of 
information to be exchanged, which will be de-
tailed further below.   

For what concerns surveillance in general, there 
is no objective standard to determine which ob-
jectives are legitimate.�� States’ positive duties to 
GHIHQG�DQG�SURWHFW�WKHLU�FLWL]HQV�DQG�WR�XSKROG�
WKH�UXOH�RI�ODZ�DUH�JHQHUDOO\�FLWHG�DV�D�MXVWLȴFDWLRQ 
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for the limitation of certain rights in the fight 
against terrorism.���+RZHYHU��WKHUH�LV�D�JHQHUDO�
consensus that the aims of surveillance activities 
PXVW�EH�VSHFLȴFDOO\�MXVWLȴHG�DQG�ZHOO�GHOLQHDWHG�
LI�RQH�LV�WR�DYRLG�WKHP�VSLOOLQJ�RYHU�WR�XQMXVWLȴHG 
purposes such as bureaucratic empire building 
or political or personal gain.�� 

Three main issues demonstrate the importance 
RI�FOHDU�DQG�MXVWLȴHG�ERXQGDULHV�WR�WKH�JRDOV�RI�
public-private information sharing for CFT pur-
poses: First, the purpose of targeted forms of 
VXUYHLOODQFH�LQ�SDUWLFXODU�UHTXLUHV�FOHDU�FRQȴQHV��
as they carry grave dangers when employed as a 
tool for the repression of human rights defend-
ers and other unlawfully targeted groups.�� Sec-
ondly, the boundaries of certain CFT measures 
are contested due to the pre-emptive security 
logic underlying them.�� Third, given the blurred 
lines between private corporations and law en-
forcement in FISPs, specific attention must be 
paid to the compatibility of corporate business 
interests with the public interest,�� such as the  
risk of function creep linked to the commercial 
XVH�RI�ȴQDQFLDO�LQWHOOLJHQFH�GDWD��

It is therefore important that the goals of any 
)Ζ63�DUH�PDGH�H[SOLFLW��DUH�VSHFLȴF�DQG�DUH�MXVWL-
ȴHG�� as part of the democratic process detailed 
LQ�WKH�SUHYLRXV�VHFWLRQ��7KH�PDLQ�TXHVWLRQ�WR�
be deliberated on is how the objectives of the 
)Ζ63�DUH�WR�EH�GHȴQHG�DQG�MXVWLȴHG��&RQQHFWHG�
WR�WKDW�LV�DWWHQWLRQ�IRU�KRZ�PXFK�ȵH[LELOLW\�WKH�
boundaries of its purpose allow: do they leave 
much room for interpretation or are they strictly 
delineated?  

43৹ ৹HǶƲǷǇ৹ઝ৹UǞΘȗǡƲǷष৹ࡴࡲࡱࡳश৹Ȋा৹ࡳࡶ
44৹ ৹HǶƲǷǇ৹ઝ৹UǞΘȗǡƲǷष৹ࡴࡲࡱࡳश৹Ȋा৹ࡴࡶ
45৹ ৹�ǶǷǋȐȗΘ৹/ǷȗǋȍǷƲȗǡǽǷƲǱष৹ࡺࡲࡱࡳ
46৹ ৹�ǷΒƲȍष৹ࡱࡳࡱࡳश৹Ȋा৹ࡱࡺࡴा৹[ǋǋ৹ƲǱȐǽ৹HȊǡȗΝ৹ઝ৹bǋǱǱǶƲǷǷष৹ॄࡵࡲࡱࡳ৹Ǉǋ৹%ǽǋǇǋष৹ࡵࡲࡱࡳ
Helgesson, 2011  ࡸࡵ
৹ࡹࡵ ৹bǞǋ৹ȊȚȍȊǽȐǋ৹ȐȊǋǁǡϯǁƲȗǡǽǷ৹ǽǗ৹ȗǞǋ৹ǁǽǱǱǋǁȗǡǽǷ৹ǽǗ৹ȊǋȍȐǽǷƲǱ৹ǇƲȗƲ৹ȗǽ৹ঐȐȊǋǁǡϯǁष৹ǋΗȊǱǡǁǡȗ৹ƲǷǇ৹ǱǋǘǡȗǡǶƲȗǋ঑৹ȊȚȍȊǽȐǋȐ৹ǡȐ৹ƲǱȐǽ৹ǁǽǇǡϯǋǇ৹ 
৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹ǡǷ৹ǱƲΒष৹Ǘǽȍ৹ǡǷȐȗƲǷǁǋ৹ǡǷ৹%�UX৹�ȍȗǡǁǱǋ৹ࡶाࡲǀा৹
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Establishment process

 ۸ :DV�WKH�)Ζ63�HVWDEOLVKHG�WKURXJK�GHPRFUDWLF�GHFLVLRQ�PDNLQJ�SURFHGXUHV"
 ۸ :DV�WKH�GHFLVLRQ�WR�VHW�XS�WKH�SDUWQHUVKLS�VXEMHFW�WR�SXEOLF�GLVFXVVLRQ�DQG� 

political deliberation prior to its start?

Legal basis
 ۸ :KDW�LV�WKH�OHJDO�EDVLV�RI�WKH�)Ζ63"
 ۸ Is the legal basis of the FISP grounded in existing law or through enabling legislation 

drafted with the explicit purpose of creating the FISP?

Necessity
 ۸ +DV�WKH�QHHG�IRU�D�)Ζ63�DV�DQ�DOWHUQDWLYH�RU�DGGLWLRQ�WR�WKH�H[LVWLQJ�&)7�UHJLPH� 

been demonstrated? 

Composition

 ۸ On what basis are decisions made regarding which institutions to include in  
the partnership?

 ۸ Does the inclusion of certain private sector institutions produce a competitive  
disadvantage towards excluded institutions, or vice versa? 

Legitimate aim
 ۸ +RZ�DUH�WKH�REMHFWLYHV�RI�WKH�SDUWQHUVKLS�GHȴQHG�DQG�MXVWLȴHG"�
 ۸ 7R�ZKDW�H[WHQW�GR�WKH�ERXQGDULHV�RI�LWV�SXUSRVH�DOORZ�IRU�ȵH[LELOLW\"

Key questions 
Cluster I: Democratic legitimacy
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Consistency with the principles of privacy 
and proportionality is crucial for FISPs.�� In or-
der to ensure this, any limits to the exercise 
of democratic rights and civil liberties caused 
by surveillance and data processing must be 
LGHQWLȴHG�50 Perhaps the most pressing con-
cerns in this regard are compatibility with pri-
vacy standards and data protection law. This 
compatibility can be gauged along the lines of 
the scope, the nature of the information ex-
changed, access to information, data protec-
WLRQ�DQG�SURȴOLQJ�

7KH�H[WHQVLYH�REOLJDWLRQV�WKDW�ȴQDQFLDO�LQVWLWX-
tions and reporting entities have under AML/CFT 
law create tensions with privacy laws and the 
data protection of client information, especially 
in the context of the EU General Data Protection 
5HJXODWLRQ��*'35��51 These are part of wider de-
bates on the tension between security and pri-
vacy, and the common good versus individual 
rights.52 Following the principle of proportional-
ity,53�WKH�XVHIXOQHVV�RI�ȴQDQFLDO�LQIRUPDWLRQ�IRU�
counter-terrorism and other security purposes 
must be weighed against the limits to privacy.��

Scope

A key element to assess proportionality with 
UHVSHFW�WR�ȴQDQFLDO�VXUYHLOODQFH�LV�LWV�VFRSH��L�H��
the number of persons affected.  Data protec-
tion law and principles stipulate the principle of 
PLQLPL]DWLRQ��L�H��WKH�OLPLWDWLRQ�RI�GDWD�FROOHFWLRQ�
to what is strictly necessary for the specified 
purposes.55 

In principle, FISP operations are more targeted 
than large-scale transactions monitoring. None-
WKHOHVV��TXHVWLRQV�RI�SURSRUWLRQDOLW\� UHPDLQ�

de Oliveira, 2016  ࡺࡵ
50৹ ৹XǽǋȐȐǱǋȍष৹ॄࡸࡲࡱࡳ৹=ΘǽǷष৹ॄࡵࡲࡱࡳ৹�ȚȍǽȊǋƲǷ৹�ƲȗƲ৹UȍǽȗǋǁȗǡǽǷ৹[ȚȊǋȍΑǡȐǽȍष৹ࡱࡳࡱࡳ
51৹ ৹$ȍƲȐǞǋȍष৹ࡴࡲࡱࡳ
52৹ ৹�ȗΝǡǽǷǡष৹ࡹࡲࡱࡳ
53৹ ৹=ΘǽǷष৹ॄࡴࡱࡱࡳ৹[ǞƲȍǶƲǷष৹ࡺࡱࡱࡳ
54৹ ৹XǽǘǽΑǡǷष৹ࡷࡹࡺࡲ
55৹ ৹�ǷǇȍǋΒ৹ઝ৹�Ʋǯǋȍष৹ॄࡺࡲࡱࡳ৹BƲȍΗष৹ࡹࡺࡺࡲश৹Ȋा৹ࡹࡸࡲा
56৹ ৹sǋȐȐǋǱǡǷǘ৹ઝ৹Ǉǋ৹%ǽǋǇǋष৹ࡹࡲࡱࡳश৹ȊȊा৹ࡸࡳࡳঃࡹࡳࡳा
৹ࡸࡶ ৹�ǶǡǁǋǱǱǋ৹ઝ৹/ƲǗǽǱǱƲष৹ࡹࡲࡱࡳ
৹ࡹࡶ ৹[ǞƲȍǶƲǷष৹ࡺࡱࡱࡳ
৹ࡺࡶ ৹�ǶǷǋȐȗΘ৹/ǷȗǋȍǷƲȗǡǽǷƲǱष৹ࡸࡲࡱࡳश৹Ȋा৹ࡹࡳ

relevant as their modus operandi implies the col-
lection, retention and analysis of large databases 
RI�LGHQWLȴHG�LQGLYLGXDOV��$�QXPEHU�RI�IDFWRUV�PD\�
expand the scope of FISP activities. For instance, 
the use of network analysis exponentially ex-
pands the scale of data retained and persons af-
fected.���7KH�SULQFLSOH�RI�SURSRUWLRQDOLW\�UHTXLUHV�
attention to the limits of the degree of separation 
WR�ZKLFK�D�FRQQHFWLRQ�WR��VXVSHFWHG��WHUURULVP� 
ȴQDQFLQJ�MXVWLȴHV�GDWD�FROOHFWLRQ�DERXW�D�SHUVRQ��
Pooling information from other sources is anoth-
HU�IDFWRU�ZKLFK�PD\�H[SDQG�WKH�VFDOH�RI�D΍HFWHG�
people. Lastly, an implicit but structural incentive 
for defensive over-reporting of suspicious activi-
ty has been observed in the past.�� These issues, 
DPRQJ�RWKHUV��UHTXLUH�WKH�FRQVLGHUDWLRQ�RI�TXHV-
tions with respect to the number of people af-
fected by information sharing through FISPs and 
whether the scope of data collection respects 
the principle of proportionality.

Nature of the information exchanged

A second determinant to assess the proportional-
LW\�RI�ȴQDQFLDO�VXUYHLOODQFH�LV�WKH�OHYHO�RI�LQWUXVLYH-
ness. This covers limits as to which type of data 
is collected and shared. In FISPs, the information 
shared may be limited to typologies and exper-
WLVH��%XW�)Ζ63V�PD\�DOVR�VKDUH�SHUVRQDO�GDWD�VXFK�
as names, addresses, social security numbers, 
bank account information and other personal 
details. 

6KDULQJ�ȴQDQFLDO�DQG�EDQNLQJ�LQIRUPDWLRQ�DOORZV�
precise conclusions to be drawn about the private 
lives of individuals.���:KHQ�DJJUHJDWHG�RYHU�WLPH�
or with other data sources, it can reveal informa-
tion about sexual orientation, medical history, 
purchase history and location information.59 

II. PRIVACY AND PROPORTIONALITY
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Perhaps even more than communications data, 
“Personal bank records provide a ‘virtual current bi-
RJUDSK\ȇ�RI�D�SHUVRQȇV�OLIH��UHYHDOLQJ�QRW�RQO\�ȴQDQ-
cial data, but information about opinions, habits 
and associations as well”.�� Although this informa-
tion constitutes a key intelligence-gathering tool 
for law enforcement and security services,�� it also 
MHRSDUGL]HV�VHYHUDO�SULYDF\�DVSHFWV��VXFK�DV�

 ۸ ‘privacy of behaviour and action’, e.g. political 
activities, religious practices, sexual prefer-
ences and medical conditions;

 ۸ ‘privacy of location and space’
 ۸ ‘privacy of association’, e.g. being part of 

trade unions, political groups, or religious 
communities.��

Questions to be accounted for include what type 
of information is exchanged, and what would be 
the limits to what is strictly necessary for the de-
ȴQHG�SXUSRVHV��$�QXPEHU�RI�VWUDWHJLHV�PD\�PLW-
igate the privacy implications of sharing certain 
types of data. In discussing the information ex-
changed, it can be relevant, for instance, wheth-
er access to raw data has been limited,�� whether  
data has been aggregated with information from 
other sources,�� whether it is separated, encrypt-
HG��DQRQ\PL]HG��HWF���  

Access to information

Along with the scope of surveillance and the types 
RI�LQIRUPDWLRQ�H[FKDQJHG��WKH�TXHVWLRQ�RI�DFFHVV�
control touches on several issues within FISPs: 
who has access to information and personal data 
that are shared in FISPs, how is access legally and 
WHFKQLFDOO\�UHJXODWHG��DQG�LV�DFFHVV�PLQLPL]HG"�

Firstly, in some cases, security clearance may be 
needed in order to grant access to information. 
Granting security clearance to private sector actors 

60৹ ৹XǽǘǽΑǡǷ৹ࡷࡹࡺࡲ
61৹ ৹�ǶǡǁǋǱǱǋ৹ઝ৹$ƲΑƲȍǋǱঃ%ƲȍȍǡǘȚǋȐष৹ࡳࡲࡱࡳश৹Ȋा৹ࡷࡱࡲ
62৹ ৹$ǡǷǷष৹sȍǡǘǞȗष৹ઝ৹$ȍǡǋǇǋΒƲǱǇष৹ॄࡴࡲࡱࡳ৹�ǶǷǋȐȗΘ৹/ǷȗǋȍǷƲȗǡǽǷƲǱष৹ࡸࡲࡱࡳश৹Ȋा৹ࡹࡳ
63৹ ৹�ाǘा৹ȗǞȍǽȚǘǞ৹ȗǞǋ৹ȚȐǋ৹ǽǗ৹UȍǡΑƲǁΘ৹�ǷǞƲǷǁǡǷǘ৹bǋǁǞǷǽǱǽǘǡǋȐॅȊȍǡΑƲǁΘ৹ȊȍǋȐǋȍΑǡǷǘ৹ƲǷƲǱΘȗǡǁȐष৹Ȑǋǋ৹BƲΗΒǋǱǱष৹ࡱࡳࡱࡳ৹
64৹ ৹~ȚǀǽϦष৹ࡺࡲࡱࡳ
65৹ ৹BƲǷΘ৹ǞǋǱȊǗȚǱ৹ȐȗȍƲȗǋǘǡǋȐ৹ȗǽ৹ǡǶȊȍǽΑǋ৹ȊȍǡΑƲǁΘ৹ǞƲΑǋ৹ǀǋǋǷ৹ǇǋΑǋǱǽȊǋǇ৹ȗǞȍǽȚǘǞ৹ȗǞǋ৹ǇǡȐǁȚȐȐǡǽǷ৹ǽǷ৹঒ȊȍǡΑƲǁΘ৹ǀΘ৹ǇǋȐǡǘǷওा৹
৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹৹[ǋǋ৹Ǘǽȍ৹ǡǷȐȗƲǷǁǋश৹,ǽǋȊǶƲǷष৹ॄࡱࡳࡱࡳ৹�ƲΑǽȚǯǡƲǷष৹ࡺࡱࡱࡳा৹
66৹ ৹BƲΗΒǋǱǱ৹ઝ৹�ȍȗǡǷǘȐȗƲǱǱष৹ࡸࡲࡱࡳश৹Ȋा৹ࡶࡴ
৹ࡸࡷ ৹BƲΗΒǋǱǱ৹ઝ৹�ȍȗǡǷǘȐȗƲǱǱष৹ࡸࡲࡱࡳश৹Ȋा৹ࡳࡴ
৹ࡹࡷ ৹UȚȍȗǽΑƲष৹ࡹࡲࡱࡳ

is not self-evident and multiple ways of going 
DERXW�WKLV�DUH�LPDJLQDEOH��&RQVHTXHQWO\��RQH�RI�
WKH�TXHVWLRQV�WR�EH�DVNHG�UHJDUGLQJ�DFFHVV�LV�RQ�
what basis private sector access to sensitive infor-
mation is formally arranged. 

Secondly, once security clearance is granted, what 
are the procedures in place for granting and with-
drawing individuals’ access to information? 

Thirdly, depending on the type of collaboration, 
the exchange of information within FISPs may 
solely follow formal channels or may rely to var-
ying degrees on informal exchanges of informa-
tion. In the interests of transparency and account-
DELOLW\��TXHVWLRQV�FDQ�EH�UDLVHG�UHJDUGLQJ�NHHSLQJ�
records of access and information exchanges. 

)XUWKHU�TXHVWLRQV�DURXQG�DFFHVV�UHODWH�WR�WKH�GL-
UHFWLRQ�RI�LQIRUPDWLRQ�ȵRZV�� and the timing of in-
formation exchange, such as whether information 
is exchanged in real time.�� 

Lastly, what are the protocols regarding the cir-
culation of information within private sector in-
VWLWXWLRQV��H�J��EHWZHHQ�GL΍HUHQW�EUDQFKHV�RI�WKH�
same banking group, as well as for cross-border 
information sharing? 

Data protection

7KH�FRPSDWLELOLW\�RI�ȴQDQFLDO�WUDQVDFWLRQV�DQDO\-
sis with applicable data protection laws has been 
FDOOHG�LQWR�TXHVWLRQ�RQ�PXOWLSOH�IURQWV��� Pub-
lic-private partnerships are subject to AML/CFT 
legislation on the one hand, and data protection 
and privacy laws on the other. These two regimes 
are sometimes in tension, which makes compli-
DQFH�FKDOOHQJLQJ��'HVSLWH�JRRGZLOO�LQ�WKH�ȴQDQFLDO�
industry, privacy and data protection remain chal-
lenging to reconcile with AML/CFT operations. 
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This is partly due to a lack of expertise in the com-
bined area, but mainly due to a lack of coopera-
tion and alignment in the crafting of AML/CFT on 
the one hand, and privacy laws on the other. As a 
result, the implementation of data protection in 
AML/CFT compliance is considered to still be in its 
infancy.��

A second reason for concern about data protec-
tion is the blurred line between private and pub-
lic entities. The distinction between government 
and private sector privacy obligations is fading 
as a result of private actors carrying out some 
functions that were previously the reserve of law 
enforcement.���7KLV�LV�UHȵHFWHG�LQ�LVVXHV�RI�OHJDO�
uncertainty surrounding public and private part-
nerships in the EU. Accountability structures for 
SULYDWH�FRPSDQLHV�DUH�UHJXODWHG�GL΍HUHQWO\�WKDQ�
public ones, causing FISPs to fall within a grey 
DUHD�RI�*'35��$V�WKH�SULYDWH�DQG�SXEOLF�VLGHV�RI�
partnerships may be governed by different re-
gimes of data protection, public-private partner-
ships are feared to risk lowering data protection 
standards.�� 

7R�HQVXUH�OHJDO�FHUWDLQW\�LQ�)Ζ63�RSHUDWLRQV��TXHV-
tions must be resolved regarding the regulatory 
framework within which it operates. Does the 
FISP fully comply with applicable privacy and data 
protection regulations? Is there a lack of clarity in 
terms of jurisdiction, applicable law, or unregulat-
ed aspects? Are certain aspects incompatible or 
ZLWKLQ�JUH\�]RQHV�RI�SULYDF\�DQG�GDWD�SURWHFWLRQ�
regulations – and if so, how are they resolved? 
Does the form the FISP takes risk lowering data 
SURWHFWLRQ�VWDQGDUGV"�7KHVH�TXHVWLRQV�UHODWH�WR�
GRPHVWLF�OHJDO�FRQWH[WV��EXW�DUH�PDJQLȴHG�ZKHQ�
information is shared across borders, or in the 
case of multi-jurisdictional FISPs.�� 

৹ࡺࡷ ৹$ȍƲȐǞǋȍ৹ઝ৹�ǘǷǋΒष৹ࡷࡲࡱࡳ
৹ࡱࡸ ৹[ȗƲǷǱǋΘ৹ઝ৹[ȗǋǡǷǞƲȍǇȗष৹ࡴࡱࡱࡳश৹ȊȊा৹ࡸঃࡹ
৹ࡲࡸ ৹UȚȍȗǽΑƲष৹ࡹࡲࡱࡳ
৹ࡳࡸ ৹�ȚȍǽȊǽǱष৹ࡸࡲࡱࡳा
৹ࡴࡸ ৹BƲΗΒǋǱǱ৹ઝ৹�ȍȗǡǷǘȐȗƲǱǱष৹ࡸࡲࡱࡳश৹Ȋा৹ࡲࡴ
৹ࡵࡸ ৹=ΘǽǷष৹ࡵࡲࡱࡳश৹Ȋा৹ࡲࡲ
৹ࡶࡸ ৹BƲΗΒǋǱǱ৹ઝ৹�ȍȗǡǷǘȐȗƲǱǱष৹ࡸࡲࡱࡳश৹Ȋा৹ॄࡸࡴ৹�ƲΑǽȚǯǡƲǷष৹ࡺࡱࡱࡳश৹Ȋा৹ࡵा৹
৹ࡷࡸ ৹�ƲΑǽȚǯǡƲǷष৹ࡺࡱࡳश৹Ȋा৹ࡵा৹
৹ࡸࡸ ৹�৹U/�৹ǡȐ৹Ʋ৹ǱǋǘƲǱ৹ȍǋȌȚǡȍǋǶǋǷȗ৹ȚǷǇǋȍ৹%�UXष৹ǀȚȗ৹ǶƲΘ৹Ƿǽȗ৹ǀǋ৹ǡǷ৹ǽȗǞǋȍ৹ǇǽǶǋȐȗǡǁ৹ǱǋǘƲǱ৹ǋǷΑǡȍǽǷǶǋǷȗȐा
৹ࡹࡸ ৹�ǡȍǋǁȗǡΑǋ৹ॲ�eॳ৹ࡱࡹࡷॅࡷࡲࡱࡳष৹ࡷࡲࡱࡳश৹�ȍȗा৹ࡲࡲाࡴ

'DWD�SURWHFWLRQ� DOVR� UDLVHV�TXHVWLRQV� DERXW�
data retention and the length of storage of re-
FRUGV�DERXW�ȵDJJHG�WUDQVDFWLRQV�DQG�LQGLYLGXDOV��
:KHUH�DQG�IRU�KRZ�ORQJ�LV�SHUVRQDO�LQIRUPDWLRQ�
and search records stored? For instance, touching 
on the data protection principle of ‘the right to be 
forgotten’,�� are records being kept on individuals 
who have been cleared of suspicion?��

Data protection also relates to whether security of 
WKH�GDWD�LV�DGHTXDWHO\�SURWHFWHG����+DYH�WKH�GDQ-
JHUV�WR�WKH�VHFXULW\�RI�WKH�GDWD�EHHQ�LGHQWLȴHG"�
:KLFK�SURFHGXUHV�DQG�UHVSRQVLELOLWLHV�KDYH�EHHQ�
put in place regarding data security? For instance, 
is there a safe environment for sensitive data and 
ensuring maximum confidentiality? Is there ad-
HTXDWH�SURWHFWLRQ�DJDLQVW�GDWD�EUHDFKHV�LQ�KRZ�
data is stored and when data is in transit, and is 
data disposed of in secure ways?���:KR�ZLWKLQ�WKH�
FISP is held responsible and accountable for re-
tention and security? 

2QH�ILQDO�TXHVWLRQ�LV�ZKHWKHU�)Ζ63V�KDYH�FRQ-
GXFWHG�D�3ULYDF\�ΖPSDFW�$VVHVVPHQW��3Ζ$���ZKLFK�
is one way to map and mitigate privacy and data 
protection risks.��

3URȴOLQJ�

Analysis of personal data carries the risk of pro-
ȴOLQJ�RQ�WKH�EDVLV�RI�IRU�H[DPSOH�UDFH��UHOLJLRQ�
or political opinion. According to the EU Police 
ΖQIRUPDWLRQ�'LUHFWLYH��ZKLFK�DSSOLHV�WR�VKDULQJ�
ODZ�HQIRUFHPHQW�LQIRUPDWLRQ�LQ�WKH�(8�FRQWH[W���
“Profiling that results in discrimination against 
natural persons on the basis of special categories 
of personal data [racial or ethnic origin, political  
opinions, religious or philosophical beliefs, or trade 
union membership] shall be prohibited, in accord-
ance with Union law.”��
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1RQHWKHOHVV��ȴQDQFLDO�VXUYHLOODQFH�DFWLYLWLHV�KROG�
WKH�SRWHQWLDO�IRU��XQ�FRQVFLRXV�HWKQLF�RU�UHOLJLRXV�
ELDV�DQG�IRU�UDFLDO�SURȴOLQJ�DQG�GLVFULPLQDWLRQ��� 
$FFRUGLQJ�WR�'DYLG�/\RQ��LQVWLWXWLRQDOL]HG�SUHM-
XGLFH�PD\�VSLOO�RYHU�LQ�FDWHJRUL]DWLRQ�SUDFWLFHV�
and become enshrined in them.�� Not only do 
the blind spots caused by implicit or explicit bias 
risk inefficiency by excluding certain potential  
WKUHDWV�WKDW�GR�QRW�ȴW�WKH�ELDVHG�YLHZ��EXW�WKH�
FRQVHTXHQFHV�RI�ELDV�PD\�DOVR�GHSULYH��IRU�LQ-
stance, migrant communities of possibilities to 
send remittances,�� or Muslim charities to carry 
out humanitarian aid.�� 

7KH�SURȴOLQJ�FDWHJRULHV�DQG�PHFKDQLVPV�RI�LQ-
scription and removal often function as a ‘black 
box’ in security technologies.�� Making these 
processes and technologies public would pose a 
security risk. Therefore, their careful control and 
review by established institutions is crucial. In 
the interest of legal certainty, however, any un-
certainty created by these mechanisms must be 
reduced, e.g. in cases where charities are desig-
nated as problematic or suspicious from a CFT 
point of view and individuals may suffer grave 
FRQVHTXHQFHV�LI�WKH\�KDSSHQ�WR�PDNH�GRQDWLRQV�
to these charities.�� Conversely, there may be 
ULVNV�WKDW�RQO\�SDUWLFXODU�W\SHV�RI�FKDULWLHV��EDVHG�
RQ�UHOLJLRXV�DɝOLDWLRQV��DUH�PDUNHG�DV�SRWHQWLDOO\�
suspect in the context of CFT. 

7KHUH�DUH�HPHUJLQJ�TXHVWLRQV�RQ�WKH�HWKLFV�RI�
technology with respect to potential bias in AI 
and algorithmically-driven systems for detection. 
Supposedly ‘neutral’ technologies based on au-
tomated decision-making risk producing uneven 
DQG�XQHTXDO�RXWFRPHV��� The instructions given 
to automatic systems to provide the basis for 
judgements�� should be critically examined, and 
policies must be put in place to detect and re-
duce the likelihood of bias in algorithmic design 
and execution,�� such as in the data used to train 
algorithms.  

৹ࡺࡸ ৹Ǉǋ৹%ǽǋǇǋष৹ॄࡹࡲࡱࡳ৹�ǶǡǁǋǱǱǋ৹ઝ৹/ƲǗǽǱǱƲष৹ॄࡹࡲࡱࡳ৹�ȗǡƲष৹ॄࡸࡱࡱࡳ৹,ǋǱǘǋȐȐǽǷष৹ࡲࡲࡱࡳ
৹ࡱࡹ ৹�ǶǷǋȐȗΘ৹/ǷȗǋȍǷƲȗǡǽǷƲǱष৹ࡸࡲࡱࡳश৹Ȋा৹ࡴࡳ
৹ࡲࡹ ৹�Ƕǽǽȍǋ৹ઝ৹Ǉǋ৹%ǽǋǇǋष৹ࡶࡱࡱࡳश৹ȊȊा৹ࡵࡶࡲঃࡶࡶࡲ
৹ࡳࡹ ৹Ǉǋ৹%ǽǋǇǋष৹ࡹࡲࡱࡳश৹ȊȊा৹ࡵঃࡶ
৹ࡴࡹ ৹�ǶǡǁǋǱǱǋ৹ઝ৹$ƲΑƲȍǋǱঃ%ƲȍȍǡǘȚǋȐष৹ࡳࡲࡱࡳ
৹ࡵࡹ ৹�ȗǡƲष৹ࡸࡱࡱࡳ
৹ࡶࡹ ৹=ΘǽǷष৹ࡵࡲࡱࡳश৹Ȋा৹ࡱࡲ
৹ࡷࡹ ৹Ǉǋ৹%ǽǋǇǋष৹ࡹࡲࡱࡳश৹ȊȊा৹ࡷࡲঃࡸࡲ
৹ࡸࡹ ৹Ǉǋ৹%ǽǋǇǋष৹ॄࡹࡲࡱࡳ৹=ΘǽǷष৹ॄࡵࡲࡱࡳ৹bȚȍǷǋȍ৹=ǋǋष৹ࡹࡲࡱࡳ
৹ࡹࡹ ৹�ȗǡƲष৹ࡸࡱࡱࡳश৹Ȋा৹ࡴࡷࡵ

Even if FISPs work with targeted leads and data-
VHWV��DZDUHQHVV�RI�SURȴOLQJ�ULVNV�UHPDLQV�FUXFLDO��
FISPs use social network analysis to map net-
works of potential terrorist suspects, a method 
which carries the risk of exponential growth of 
data. There is a need for careful control of implic-
it and explicit biases to ensure that they do not 
result in damage to individuals or organisations 
which are disproportionately targeted, and con-
versely to prevent potential threats being dispro-
portionately overlooked. Unintentional harms 
can be mitigated by identifying the risks of algo-
rithmic or human bias throughout key moments 
RI�)Ζ63�RSHUDWLRQV��DQG�HQVXULQJ�DGHTXDWH�VDIH-
guards be put in place to mitigate these risks. 
These may include training and monitoring of 
SHUVRQQHO�KDQGOLQJ�GDWD��DQG�FULWLFDOO\�TXHV-
tioning the methodology of risk-scoring and the 
WKHRU\�RI��DE�QRUPDOLW\�RQ�ZKLFK�WKH\�DUH�EDVHG�� 
To prevent and remedy bias, the act of categori-
]DWLRQ�PXVW�FRQWLQXDOO\�EH�FKDOOHQJHG��� 

.H\�TXHVWLRQV�RQ�ELDV�DQG�SURILOLQJ�DUH�ILUVWO\��
KRZ�ULVN�DQG��DE�QRUPDOLW\�GHȴQHG�DQG�ZKHWKHU�
WKDW�GHȴQLWLRQ�OHDYHV�URRP�IRU�ELDV��DQG�VHFRQG-
O\��ZKLFK�VDIHJXDUGV�DUH�LQ�SODFH�WR�PLQLPL]H�ELDV�
in subjective judgements of individuals as well as 
in automated systems. 
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Key questions 
Cluster II: Privacy and proportionality
Scope

 ۸ :KLFK�IDFWRUV�LQȵXHQFH�WKH�VFDOH�RI�GDWD�FROOHFWLRQ"�
 ۸ Is the scope of data collection compatible with the principle of proportionality?

Nature of the information exchanged

 ۸ :KLFK�W\SHV�RI�LQIRUPDWLRQ�DUH�H[FKDQJHG�DV�SDUW�RI�WKH�SDUWQHUVKLS"
 ۸ Does the level of intrusiveness of data collection respect the principle of necessity?

Access to information

 ۸ On what basis is private sector access to sensitive information formally arranged?
 ۸ :KDW�SURFHGXUHV�DUH� LQ�SODFH�IRU�JUDQWLQJ�DQG�ZLWKGUDZLQJ� LQGLYLGXDOVȇ�DFFHVV� 

to information? 
 ۸ Are formal records kept of each exchange of information?  
 ۸ :KDW�DUH�WKH�SURWRFROV�UHJDUGLQJ�WKH�FLUFXODWLRQ�RI�LQIRUPDWLRQ�ZLWKLQ�SULYDWH�VHFWRU�

institutions and across borders?

Data protection

 ۸ :KDW�LV�WKH�UHOHYDQW�OHJDO�SULYDF\�DQG�GDWD�SURWHFWLRQ�UHJLPH�WKDW�DSSOLHV�WR�WKH�)Ζ63"
 ۸ $UH�WKHUH�XQUHVROYHG�TXHVWLRQV�LQ�WHUPV�RI�MXULVGLFWLRQ��DSSOLFDEOH�ODZ��RU�XQUHJXODWHG�

aspects?
 ۸ Does the FISP fully comply with privacy and data protection regulations, or are certain 
DVSHFWV�LQFRPSDWLEOH�RU�ZLWKLQ�JUH\�]RQHV�RI�SULYDF\�DQG�GDWD�SURWHFWLRQ�UHJXODWLRQV"�

 ۸ +DV�D�3ULYDF\�ΖPSDFW�$VVHVVPHQW�EHHQ�FRQGXFWHG"
 ۸ :KHUH�LV�GDWD�VWRUHG��DQG�LV�WKH�OHQJWK�RI�GDWD�VWRUDJH�PLQLPL]HG"�
 ۸ :KLFK�GDQJHUV�H[LVW�WR�WKH�VHFXULW\�RI�WKH�GDWD"�:KLFK�SURFHGXUHV�DQG�UHVSRQVLELOL-

ties are put into place regarding data security?

3URȴOLQJ�

 ۸ +RZ�DUH�ULVN�DQG��DE�QRUPDOLW\�GHȴQHG"�'RHV�WKLV�GHȴQLWLRQ�OHDYH�URRP�IRU�ELDV"�
 ۸ :KLFK�VDIHJXDUGV�DUH�LQ�SODFH�WR�PLQLPL]H�ELDV�LQ�VXEMHFWLYH�MXGJHPHQWV�RI�LQGLYLGXDOV�

as well as in automated systems? 
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FISPs hold a risk of producing adverse im-
pacts when they are not used for the purpose 
or in the ways in which they were intended, 
or when their set-up is inherently flawed. 
What exactly constitutes misuse within any 
given FISP depends on how the aims, the legal 
obligations and ethical conduct have been de-
ȴQHG��0LVXVH�FDQ�PDQLIHVW�LQ�PDQ\�GL΍HUHQW�
ways and can be intentional or unintentional.

Any process, no matter how well embedded 
legally, can involve risks of mistakes and mis-
XVH�ZKLFK�QHHG�WR�EH�UHFNRQHG�ZLWK��:KDW� LV�
at stake is limiting the implications of arbitrary 
and wrongful designation and protecting the 
rights of suspects and subjects whose informa-
tion is shared. The purpose here is to help create 
awareness about these risks and set up the right 
PHFKDQLVPV�DQG�SURFHGXUHV�WR�PLQLPL]H�WKHP�

Mistakes

Mistakes in the personal information shared 
within a FISP, as well as mistakes during the pro-
cess of analysis within a FISP,�� have the potential 
to cause harm. In the context of CFT, concerns 
KDYH�EHHQ�UDLVHG�UHJDUGLQJ�WKH�IUHTXHQF\�RI�
false positives and of lists containing erroneous 
information.90 

Concerns about mistakes mainly revolve around 
the degree of subjectivity associated with the 
suspicion process.91 FISPs share personal infor-
mation of persons who have come to the atten-
tion of law enforcement, but are not yet sus-
SHFWV�LQ�WKH�OHJDO�VHQVH��L�H��LQ�WKH�VHQVH�RI�EHLQJ�
FKDUJHG�ZLWK�D�FULPH���ΖQ�WKLV�PDQQHU��)Ζ63V�RS-
erate at the intersection between law enforce-
ment and intelligence. It is imperative to guard 
against wrongful suspicion and the harms this 
may cause. 

From a human rights perspective, these risks 
UHTXLUH�FDUHIXO�DWWHQWLRQ��DV�WKH�PDWHULDO�KDUPV�

৹ࡺࡹ ৹%ȚǡǱǇष৹ࡹࡱࡱࡳ
৹ࡱࡺ ৹�ǶǡǁǋǱǱǋ৹ઝ৹$ƲΑƲȍǋǱঃ%ƲȍȍǡǘȚǋȐष৹ࡳࡲࡱࡳश৹Ȋा৹ࡳࡲࡲ
৹ࡲࡺ ৹�ǶǡǁǋǱǱǋ৹ઝ৹/ƲǗǽǱǱƲष৹ࡹࡲࡱࡳ
৹ࡳࡺ ৹Ǉǋ৹%ǽǋǇǋष৹ࡹࡲࡱࡳ
৹ࡴࡺ ৹�ǶǡǁǋǱǱǋ৹ઝ৹$ƲΑƲȍǋǱঃ%ƲȍȍǡǘȚǋȐष৹ࡳࡲࡱࡳश৹Ȋा৹ࡱࡲࡲ
৹ࡵࡺ ৹�ȗǡƲष৹ࡸࡱࡱࡳश৹Ȋा৹ࡳࡷࡵ
Helgesson, 2011  ࡶࡺ

LQȵLFWHG�RQ�LQGLYLGXDOV�D΍HFWHG�E\�ȴQDQFLDO�H[-
FOXVLRQ� �DFFRXQW� FORVXUHV�� DVVHW� IUHH]HV��DUH�
grave.92 In the aftermath of the cases of Abdullah 
.DGL�DQG�1DELO�6D\DGL�	�3DWULFLD�9LQFN��WKH�KDUP-
IXO�FRQVHTXHQFHV�WR�ZURQJO\�DFFXVHG�LQGLYLGXDOV�
have been extensively demonstrated.93 

All systems can make mistakes, but the ethical 
TXHVWLRQ�LV�KRZ�WKHLU�RFFXUUHQFH�DQG�KDUPIXO�
FRQVHTXHQFHV�DUH�UHFRJQLVHG�DQG�PLQLPL]HG�LQ�
D�V\VWHPDWLF�ZD\��:URQJIXO�DOORFDWLRQV�FDQ�EH�
WKH�FRQVHTXHQFH�RI�ERWK�KXPDQ�HUURUV�RI�MXGJH-
ment and of algorithmically generated results. 
As private sector employees are crossing over to 
the sphere of security,���VSHFLȴF�DWWHQWLRQ�PXVW�
be paid to their accuracy of judgement. It must 
be noted that this places high demands on pub-
lic and private actors to invest in preventive and 
remedying measures such as training and re-
cruiting.95 And that by avoiding the risk of false 
positives, there is a counterbalancing risk of pro-
ducing false negatives.

.H\�TXHVWLRQV�UHJDUGLQJ�LQWHOOLJHQFH�PLVWDNHV�
LQFOXGH��$UH�DGHTXDWH�SURFHGXUHV� LQ�SODFH�WR�
prevent, detect and remedy the occurrence of 
PLVWDNHV"�$UH�VXɝFLHQW�FRQWUROV�DQG�RYHUVLJKW�
LQ�SODFH�WR�HQVXUH�PD[LPXP�GDWD�DFFXUDF\"�+RZ�
is the risk of mistakes covered in private sector 
employee training? 

Unintentional misuse

Unintentional misuse constitutes transgressions 
RI�WKH�ERXQGDULHV�GHȴQHG�LQ�DOO�RWKHU�VHFWLRQV�RI�
this report, whereby the FISP is not used in the 
ZD\�LW�ZDV�LQWHQGHG��7KH�GL΍HUHQFH�ZLWK�LQWHQ-
WLRQDO�PLVXVH��VHH�EHORZ��LV�WKDW�WKHVH�WUDQVJUHV-
sions do not happen for particular commercial, 
personal or political motives. For instance, con-
VLGHU�WKH�FDVH�ZKHUHE\�D�EDQN�LV�UHTXHVWHG�WKDW�
information about an ongoing investigation is 
QRW�VKDUHG�ZLWK�WKH�FOLHQW�LQ�TXHVWLRQ��EXW�WKH�FOL-
ent is unintentionally�WLSSHG�R΍��ZKHWKHU�GLUHFWO\�

III. MISTAKES AND MISUSE
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or indirectly. Or when a bank employee disre-
gards an agreement that information may not be 
circulated freely with international branches of 
its company. Despite happening unintentionally 
or out of ignorance, this is nevertheless a breach 
of the access controls agreed upon or set down 
in law. These scenarios illustrate the need for 
FODULW\�DQG�DGHTXDWH�WUDLQLQJ�RQ�ZKDW�DUH�FRQVLG-
ered transgressions and thus what the legal re-
TXLUHPHQWV�DQG�HWKLFDO�SUDFWLFH�DJUHHPHQWV�DUH�
within the FISP.

Intentional misuse

Any system based on subjective and situated 
judgements on what can be deemed as unusual 
or suspicious, holds the potential for intentional 
misuse, or abuse.�� Intentional misuse may take 
many forms. 

Financial information sharing can be problematic 
when either private company employees or law 
enforcement personnel abuse their power for 
personal gain, political motives or commercial/
strategic motives. This risk is linked to the issue 
of broad discretion in applying the definition 
of terrorism and of the categories of ‘suspect’ 
or ‘unusual’. The lack of a universally accepted 
GHȴQLWLRQ�RI�WHUURULVP�� is known to leave a win-
dow for deliberate misuse of the term to target 
political opponents, human rights defenders, 
journalists, environmental activists and labour  
leaders.���$V�VXFK��ȴQDQFLDO�VXUYHLOODQFH�FDQ�EH�
used as a tool for repression99 or to serve the 
commercial interest of banks to exit certain cli-
ents.100 It is therefore imperative that the criteria 
on which to base suspicion or unusual activity 
are objectively and uniformly determined, and 
that they are subject to careful control to ensure 
the necessary checks and balances are in place 
LQ�WKHLU�GHȴQLWLRQ�DQG�WKHLU�DSSOLFDWLRQ��

৹ࡷࡺ ৹Ǉǋ৹%ǽǋǇǋष৹ࡹࡲࡱࡳ
৹ࡸࡺ ৹[ǽȍǋǱष৹ࡴࡱࡱࡳ
৹ࡹࡺ ৹�ǶǷǋȐȗΘ৹/ǷȗǋȍǷƲȗǡǽǷƲǱष৹ࡸࡲࡱࡳश৹Ȋा৹ॄࡴࡳ৹[Βǡȍǋष৹ࡺࡺࡺࡲश৹Ȋा৹ࡴࡸࡵ
৹ࡺࡺ ৹BƲȍȗǡǷष৹ࡷࡲࡱࡳश৹Ȋा৹ࡸࡳ
100৹ ৹,ǋǱǘǋȐȐǽǷ৹ઝ৹BȁȍȗǞष৹ॄࡹࡲࡱࡳ৹$ƲΑƲȍǋǱঃ%ƲȍȍǡǘȚǋȐष৹%ǽǇǋǗȍǽΘष৹ઝ৹=ƲȐǁǽȚǶǋȐष৹ࡲࡲࡱࡳ
101৹ ৹,ǋǱǘǋȐȐǽǷ৹ઝ৹BȁȍȗǞष৹ࡺࡲࡱࡳ

Deliberate abuse may not always be straight-
forward. For instance, how are situations to be 
judged whereby certain information is held back 
because it is deemed commercially disadvanta-
JHRXV�WR�WKH�EDQN"�ΖQ�RWKHU�FDVHV��WKH�GL΍HUHQFH�
between unintentional and intentional may be 
hard to distinguish. Consider, for instance, that 
a client is intentionally�WLSSHG�R΍�LQ�WKH�H[DPSOH�
ZKHUHE\�WKH�EDQN�LV�UHTXHVWHG�QRW�WR�VKDUH�LQ-
formation about ongoing investigations with the 
FOLHQW�LQ�TXHVWLRQ�

The risk of misuse, whether intentional or un-
LQWHQWLRQDO��UHTXLUHV�SURFHGXUHV�WR�EH�LQ�SODFH�
to prevent, detect and remedy it. This necessi-
tates transparency at all stages of the informa-
tion-sharing activities. The points at which the 
FISP lends itself to misuse must be identified. 
7KLV�LQFOXGHV�SURFHGXUHV�WR�GHWHFW��ȵDJ�DQG�LQ-
YHVWLJDWH�PLVXVH��EXW�DOVR�UHTXLUHV�FODULW\�DERXW�
what to do when there is suspicion of misuse. For 
instance, are banks to uncritically follow through 
RQ�DQ\�LQIRUPDWLRQ�UHTXHVW��RU�GR�WKH\�KDYH�WKH�
power to refuse101 sharing certain information 
ZKHQ�WKH\�DUH�UHTXHVWHG�WR��LI�WKH\�VXVSHFW�RU�
judge that there is misuse? As with mistakes, ad-
HTXDWH�WUDLQLQJ�IRU�SULYDWH�VHFWRU�HPSOR\HHV�LV�
UHTXLUHG�DURXQG�LVVXHV�RI�PLVXVH���
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Key questions
Cluster III: Mistakes and misuse
Mistakes

 ۸ $UH�DGHTXDWH�SURFHGXUHV�LQ�SODFH�WR�SUHYHQW��GHWHFW�DQG�UHPHG\�WKH�RFFXUUHQFH� 
of mistakes?

 ۸ +RZ�LV�WKH�ULVN�RI�PLVWDNHV�FRYHUHG�LQ�SULYDWH�VHFWRU�HPSOR\HH�WUDLQLQJ"�

Unintentional misuse

 ۸ :KDW�FRQVWLWXWHV�XQLQWHQWLRQDO�PLVXVH�ZLWKLQ�WKH�)Ζ63"�
 ۸ :KLFK�SURFHGXUHV�DUH�LQ�SODFH�WR�SUHYHQW��GHWHFW�DQG�UHPHG\�XQLQWHQWLRQDO�PLVXVH"
 ۸ +RZ�LV�WKH�ULVN�RI�XQLQWHQWLRQDO�DEXVH�FRYHUHG�LQ�SULYDWH�VHFWRU�HPSOR\HH�WUDLQLQJ"

Intentional misuse

 ۸ :KDW�FRQVWLWXWHV�LQWHQWLRQDO�PLVXVH�ZLWKLQ�WKH�)Ζ63"�
 ۸ :KLFK�SURFHGXUHV�DUH�LQ�SODFH�WR�SUHYHQW��GHWHFW�DQG�UHPHG\�LQWHQWLRQDO�PLVXVH"
 ۸ +RZ�LV�WKH�ULVN�RI�LQWHQWLRQDO�DEXVH�FRYHUHG�LQ�SULYDWH�VHFWRU�HPSOR\HH�WUDLQLQJ"
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7KH�IRXUWK�FOXVWHU�RI�FKDOOHQJHV�LGHQWLȴHG�LQ�
this report deals with the rights of individuals. 
We outline two sets of questions which may 
assess whether persons identified within a 
)Ζ63�DUH�VXɝFLHQWO\�SURWHFWHG�DQG�FDQ�ȴQG�DS-
propriate remedy. 

Redress

Gary Marx, in his ‘Ethics for the new surveil-
lance’,102 underscores the need for appropriate 
means of redress when an individual has been 
unfairly treated or procedures violated. The is-
sue of redress revolves around how irresponsible 
surveillance and violations can be remedied, and 
whether there is a forum to respond and griev-
ances expressed. This includes whether suspects 
can challenge and contest decisions made regard-
ing their personal information. 

The EU Police Information Directive stipulates the 
right of the data subject to be informed of the 
purposes of data processes and to “lodge a com-
plaint with a supervisory authority and the contact 
details of the supervisory authority”.103

7KH�TXHVWLRQ�RI�UHGUHVV�DIIHFWV�VHYHUDO�KXPDQ�
rights principles which have been confirmed in 
FDVHV�RI�81�DQG�(8�EODFNOLVWLQJ��GHVLJQDWLRQV���
LQFOXGLQJ�WKH�ULJKW�WR�DQ�H΍HFWLYH�UHPHG\�VHW�RXW�
LQ�WKH�(XURSHDQ�&RQYHQWLRQ�RQ�+XPDQ�5LJKWV��
the right to a fair hearing and effective judicial 
protection,��� as well as other principles such as 
the presumption of innocence,105 transparency 
of procedures,��� and the right to property.��� The 
human rights implications associated with the ab-
VHQFH�RI�DGHTXDWH�DQG�WLPHO\�PHDQV�RI�UHGUHVV�
and judicial oversight following listing have been 
documented following several cases and remain 
an area of concern for human rights advocates.��� 

102৹ ৹BƲȍΗष৹ࡹࡺࡺࡲ
103৹ ৹�ǡȍǋǁȗǡΑǋ৹ॲ�eॳ৹ࡱࡹࡷॅࡷࡲࡱࡳष৹�ȍȗा৹ࡴࡲाࡲाǇ
104৹ ৹%ȚǡǱǇष৹ࡹࡱࡱࡳ
105৹ ৹�ȗǡƲष৹ࡸࡱࡱࡳश৹Ȋा৹ࡺࡵࡵ
106৹ ৹�ǶǡǁǋǱǱǋ৹ઝ৹$ƲΑƲȍǋǱঃ%ƲȍȍǡǘȚǋȐष৹ࡳࡲࡱࡳ
৹ࡸࡱࡲ ৹�ǶǡǁǋǱǱǋ৹ઝ৹$ƲΑƲȍǋǱঃ%ƲȍȍǡǘȚǋȐष৹ࡳࡲࡱࡳश৹Ȋा৹ࡱࡲࡲ
৹ࡹࡱࡲ ৹%ȚǡǱǇष৹ࡹࡱࡱࡳ
৹ࡺࡱࡲ ৹%ȚǡǱǇष৹ࡹࡱࡱࡳ
110৹ ৹BƲȍΗष৹ࡹࡺࡺࡲ
111৹ ৹,ȚǶƲǷ৹[ǋǁȚȍǡȗΘ৹�ǽǱǱǋǁȗǡΑǋष৹ॄࡹࡲࡱࡳ৹<ǋƲȗǡǷǘǋष৹ॄࡵࡲࡱࡳ৹�ȚȍǷǋȍ৹ઝ৹[Ǟǋȗȍǋȗष৹ॄࡶࡲࡱࡳ৹�Țǯǋ৹=ƲΒ৹/ǷȗǋȍǷƲȗǡǽǷƲǱ৹,ȚǶƲǷ৹XǡǘǞȗȐ৹
৹ ৹�ǱǡǷǡǁ৹ƲǷǇ৹sǽǶǋǷ৹UǋƲǁǋǶƲǯǋȍȐ৹UȍǽǘȍƲǶष৹ࡸࡲࡱࡳ
112 ৹$�b$ष৹ࡵࡲࡱࡳ 

4XHVWLRQV�WR�JDXJH�WKH�SUHVHQFH�RI�DGHTXDWH�UH-
GUHVV�LQFOXGH�ZKHWKHU�D΍HFWHG�SHUVRQV�DUH�JLYHQ�
sufficient information on procedures and deci-
VLRQV��LQFOXGLQJ�WKH�UHDVRQV�IRU�EHLQJ�LGHQWLȴHG�
within a FISP and the authority which made the 
decision.109 Additionally, if the individual has been 
treated unfairly or in cases where mistakes have 
been made, are there appropriate means of re-
dress and judicial protection?110

De-risking

It is well known that de-risking is a harmful sys-
WHPLF�FRQVHTXHQFH�RI�&)7�UHJXODWLRQ�DQG�SUDFWLF-
es.111�7KH�)$7)�GHȴQHV�GH�ULVNLQJ�DV�“the phenom-
enon of […] restricting business relationships with […] 
categories of clients to avoid, rather than manage, 
risk.”112�'H�ULVNLQJ�LV�KDUPIXO�HVSHFLDOO\�LI�LW�D΍HFWV�
certain groups more than others. Losing banking 
access has a major impact on an individual’s or or-
JDQL]DWLRQȇV�OLIH�DQG�H΍HFWLYHO\�SUHYHQWV�VRFLHWDO�
and political participation. 

FISPs pose a particular risk in the context of 
GH�ULVNLQJ�DQG�JHQHUDWH�VSHFLȴF�TXHVWLRQV�FRQ-
cerning banks’ responsibilities. In particular, it 
needs to be clear what happens to a suspect’s 
EDQNLQJ�DFFHVV�RQFH�WKH\�EHFRPH�LGHQWLȴHG�ZLWK-
in a FISP. In addition, the responsibility and liabili-
W\�RI�ȴQDQFLDO�LQVWLWXWLRQV�ZKLFK��FRQWLQXH�WR��SUR-
vide banking services to a named suspect need 
to be clarified. Questions include whether pro-
tections against de-risking are in place; how sus-
pects’ banking access is protected, and what pro-
cedures have been agreed concerning the private 
partner’s responsibilities and obligations towards 
suspects’ banking access. If clients are exited from 
banking relations, are there means for redress 
�VHH�DERYH��DQG�IRU�FOLHQWV�WR�UHFHLYH�LQIRUPDWLRQ�
concerning the bank’s assessment and decision?

IV. RIGHTS OF INDIVIDUALS
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Key questions 
Cluster IV: Rights of individuals 
Redress 

 ۸ $UH�D΍HFWHG�SHUVRQV�JLYHQ�VXɝFLHQW�LQIRUPDWLRQ�RQ�SURFHGXUHV�DQG�GHFLVLRQV� 
made as part of the FISP, regarding their data and assets?

 ۸ If the individual has been treated unfairly or in cases where mistakes have been 
made, are there appropriate means of redress and judicial protection?

De-risking
 ۸ :KDW�SURWHFWLRQV�DJDLQVW�GH�ULVNLQJ�DUH�LQ�SODFH"
 ۸ +RZ�LV�VXVSHFWVȇ�EDQNLQJ�DFFHVV�SURWHFWHG��HVSHFLDOO\�ZKHQ�WKH\�DUH�QRW�DFFXVHG� 

or indicted?
 ۸ +DYH�SURFHGXUHV�EHHQ�DJUHHG�FRQFHUQLQJ�WKH�SULYDWH�SDUWQHUȇV�UHVSRQVLELOLWLHV� 

and obligations towards suspects’ banking access, and the provision of information 
to clients whose banking relation has been terminated?

 ۸ +DV�EDQN�OLDELOLW\�EHHQ�FODULȴHG�DQG�OLPLWHG"
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Ensuring accountability is important in a con-
text where sensitive law enforcement infor-
mation is passed between public and private 
spheres. FISPs, like other PPPs, operate at 
the intersection between the public and the 
private spheres. This poses particular chal-
lenges to the design of good accountability 
frameworks.113 Oversight and accountability 
can help address some of the potential harms 
RI�SURȴOLQJ��PLVWDNHV�DQG�PLVXVH�GLVFXVVHG�
above. This section outlines four aspects of 
accountability, namely internal accountability, 
oversight, transparency and sanctions.

Internal accountability

Internal accountability considers the ways a FISP 
holds itself internally accountable for operating 
in alignment with ethical and privacy standards. 
7KLV�W\SH�RI�DFFRXQWDELOLW\�UHTXLUHV�WKDW�WKH�SDUW-
ners in a FISP interrogate the partnership on the 
legal and ethical aspects described throughout 
this report. This may be achieved through con-
GXFWLQJ�UHJXODUbLQWHUQDO�UHYLHZV�DQG�LQGHSHQG-
HQWbDXGLWV��DQG�LPSOHPHQWLQJ�FRUUHFWLYH�RU�FRP-
plementary measures where necessary. Internal 
accountability implies a commitment to the con-
tinued improvement of policies and processes 
to safeguard proportionality and fundamental 
rights, and to detect and remedy any adverse ef-
fects such as mistakes, misuse and bias. 

Oversight

A key contributing factor to the legitimacy of CFT 
measures is for the public to have confidence 
in the democratic oversight of the intelligence 
activities as they are happening.��� This is not a 
straightforward task; in fact, ȊȴQGLQJ�WKH�ULJKW�OHY-
el of government/public oversight of the intelligence 
community is one of the most important tasks fac-
ing any government”.115 External accountability of 
D�)Ζ63�PD\�EH�VWUHQJWKHQHG�ȴUVWO\�WKURXJK�MXGL-
cial oversight, and secondly by creating mech-
anisms for political accountability. Concerning 

113  Bures, 2012
114৹ ৹HǶƲǷǇ৹ઝ৹UǞΘȗǡƲǷष৹ࡴࡲࡱࡳश৹Ȋा৹ࡹࡶ
115৹ ৹UƲȗǋǶƲǷष৹ࡴࡱࡱࡳ
116৹ ৹[ȗǋǡǷǗǋǱǇष৹ࡸࡲࡱࡳ
৹ࡸࡲࡲ ৹BƲΗΒǋǱǱ৹ઝ৹�ȍȗǡǷǘȐȗƲǱǱष৹ࡸࡲࡱࡳश৹Ȋा৹ࡷࡴ

other possible external oversight mechanisms, it 
QHHGV�WR�EH�TXHVWLRQHG�ZKHWKHU�VXɝFLHQW�VHSD-
ration is ensured between the FISP participants 
and the oversight board or committee. 

7KHUH�DUH�WZR�PDLQ�TXHVWLRQV�UHJDUGLQJ�RYHU-
sight. Firstly, is the FISP subject to regulatory 
oversight? Secondly, how does the FISP ensure 
political accountability? This includes whether 
the FISP is evaluated through deliberative dem-
ocratic forums based on regular external report-
ing, and whether the FISP is supported by broad 
FLWL]HQV�FRQVHQW��)RU�LQVWDQFH��DUH�EURDG�VXUYH\V�
FRQGXFWHG�WR�JDXJH�FLWL]HQVȇ�VXSSRUW�DQG�FRQ-
VHQW��H�J��(XUREDURPHWHU�"�$UH�WKHUH�LQGLFDWLRQV�
RI�UHVLVWDQFH�DJDLQVW�WKH�PHDVXUHV��H�J��SURWHVW��
SUHVV��VRFLDO�PHGLD�"���

Transparency

Transparency as a transversal principle is crucial 
WR�HQDEOH�H[WHUQDO�DFFRXQWDELOLW\��+RZ�FDQ�WKH�
public have confidence in FISP activities if cru-
cial decisions and operations remain invisible to 
them? Transparency on number of data shared 
and interventions made, is also of crucial impor-
WDQFH�IRU�HVWDEOLVKLQJ�WKH�H΍HFWLYHQHVV�RI�)Ζ63V��
As Maxwell and Artingstall note, “transparency 
[of FISPs] can be provided by developing and pub-
lishing performance and impact metrics, as well as 
welcoming informed public policy debate around 
the use of the approach.”����7KH�NH\�TXHVWLRQ�WR�EH�
DVNHG�LV��DUH�WKH�RSHUDWLRQV�RI�WKH�)Ζ63�VXɝFLHQW-
ly transparent so that they may continue to be 
subjected to public debate?

$�FOHDU�ZD\�IRU�)Ζ63V�WR�R΍HU�WUDQVSDUHQF\�LV�WR�
regularly publish information about their activi-
WLHV��7R�GDWH��)Ζ63V�R΍HU�VRPH�SXEOLF�UHSRUWLQJ��
but publicly available information concerning 
their operational aspects is limited, for exam-
ple regarding the amount of data shared or the 
types of interventions made on the basis of their 
DQDO\VLV��7KHUHIRUH��TXHVWLRQV�UHJDUGLQJ�WUDQV-
parency gauge the extent of the information 

V. ACCOUNTABILITY
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included in reporting, for instance whether in-
formation about it entails ethical and legal as-
pects. Secondly, they touch on which publics the 
reporting is made available to. Is access to this 
information limited to certain groups of people, 
and what are the thresholds for access? In other 
words, is the information easily available?

Evidently, the very nature of intelligence activi-
WLHV�UHTXLUHV�D�FHUWDLQ�OHYHO�RI�VHFUHF\��+RZHYHU��
what constitutes ‘appropriate secrecy’ must be 
justified and continually challenged.��� There-
fore, if there is a need to keep aspects of the FISP  
VHFUHW��LV�WKDW�VHFUHF\�H[SODLQHG�DQG�MXVWLȴHG"�

Sanctions

)URP�WKH�TXHVWLRQ�RI�VXɝFLHQW�RYHUVLJKW�ȵRZV�
WKH�TXHVWLRQ�RI�ZKLFK�VDQFWLRQV�DUH�LQ�SODFH��EH-
cause to be meaningful all forms of accountabil-
LW\�UHO\�RQ�WKH�WKUHDW�RI�FRQVHTXHQFHV�IRU�WUDQV-
JUHVVLRQV��7KH�TXHVWLRQ�RI�VDQFWLRQV�LV�WZRIROG��
)LUVWO\��ZKDW�SURFHGXUHV�DUH�LQ�SODFH�WR�SHQDOL]H�
and amend transgressions such as mistakes, 
PLVXVH�RU�ELDV"�6HFRQGO\��ZKDW�FRQVHTXHQFHV�
are attached to the FISP or its members if they 
fall short of respecting fundamental rights, pro-
portionality or ethical standards?

৹ࡹࡲࡲ ৹�ǡǇǋȍǡǁǞȐǋǷ৹ઝ৹XǽǷǷष৹ࡸࡲࡱࡳ
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Key questions
Cluster V: Accountability
Internal accountability

 ۸ +RZ�GRHV�WKH�)Ζ63�KROG�LWVHOI�LQWHUQDOO\�DFFRXQWDEOH�IRU�RSHUDWLQJ�LQ�DOLJQPHQW� 
with ethical standards? 

Oversight

 ۸ Are FISP activities subject to regulatory oversight?  
 ۸ +RZ�GRHV�WKH�)Ζ63�HQVXUH�SROLWLFDO�DFFRXQWDELOLW\"�
 ۸ ΖV�WKH�)Ζ63�VXSSRUWHG�E\�EURDG�FLWL]HQV�FRQVHQW"�

Transparency

 ۸ Does the FISP regularly publish information about its activities, and does this  
include information about its ethical and legal aspects? 

 ۸ To which publics is reporting made available? 
 ۸ $UH�WKH�RSHUDWLRQV�RI�WKH�)Ζ63�VXɝFLHQWO\�WUDQVSDUHQW�VR�WKDW�WKH\�PD\�FRQWLQXH� 

to be subjected to public debate? 
 ۸ If there is a need to keep aspects of the FISP secret, how is that secrecy explained  
DQG�MXVWLȴHG"�

Sanctions

 ۸ :KDW�SURFHGXUHV�DUH�LQ�SODFH�WR�SHQDOL]H�DQG�DPHQG�WUDQVJUHVVLRQV�VXFK�DV� 
mistakes, misuse or bias?  

 ۸ :KDW�FRQVHTXHQFHV�DUH�DWWDFKHG�WR�WKH�)Ζ63�RU�LWV�PHPEHUV�LI�WKH\�IDOO�VKRUW� 
of respecting fundamental rights, proportionality or ethical standards?
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This report has collected an overview of the 
HWKLFDO�DQG�OHJDO�FKDOOHQJHV�RI�WDUJHWHG�ȴQDQ-
cial data sharing as part of Financial Intelli-
gence-Sharing Partnerships (FISPs). 

FISPs are relatively new forms of public-private 
partnerships. They enable proactive sharing of 
personal information between law enforcement 
DQG�SULYDWH�LQVWLWXWLRQV��:KLOH�WKHVH�W\SHV�RI�
SDUWQHUVKLSV�FDQ�EH�PRUH�H΍HFWLYH�WKDQ�WUDGL-
tional CFT approaches, they raise considerable 
TXHVWLRQV�FRQFHUQLQJ�WKHLU�OHJDO�EDVLV��SULYDF\�
protections and the rights of suspects, which 
KDYH�EHHQ�LQVXɝFLHQWO\�DQDO\VHG�WR�GDWH��

This report has given an extensive overview of 
legal and ethical challenges relating to FISPs and 
WR�ȴQDQFLDO�VXUYHLOODQFH�PRUH�EURDGO\��:H�KDYH�
LGHQWLȴHG�ȴYH�FOXVWHUV�RI�TXHVWLRQV�UHODWLQJ�WR��Ζ��
GHPRFUDWLF�OHJLWLPDF\���ΖΖ��SULYDF\�DQG�SURSRU-
WLRQDOLW\���ΖΖΖ��PLVWDNHV�DQG�PLVXVH���Ζ9��ULJKWV�RI�
LQGLYLGXDOV�DQG��9��DFFRXQWDELOLW\��7RJHWKHU��ZH�
RXWOLQH����WKRXJKW�SURYRNLQJ�TXHVWLRQV�DERXW�
ȴQDQFLDO�VXUYHLOODQFH�LQ�JHQHUDO��DSSOLHG�WR�)Ζ63V��
7KH�TXHVWLRQV�DUH�GHVLJQHG�WR�GUDZ�WKH�DWWHQ-
tion of FISP participants to the ethical and legal 
dimensions of their practice and help assess 
whether the activities of FISPs are consistent 
ZLWK�HWKLFDO�DQG�OHJDO�VWDQGDUGV��:H�SURSRVH�
WKDW�WKHVH�TXHVWLRQV�EH�XVHG�WR�IRVWHU�D�FRQYHU-
sation and to assess FISP practices in the context 
RI�JRRG�JRYHUQDQFH��$GGUHVVLQJ�WKHVH�TXHVWLRQV�
will be a way for FISPs to strengthen their legiti-
macy and basis for future development.

In the next phase of this research, we will build 
RQ�WKH����TXHVWLRQV�RXWOLQHG�KHUH�WR�H[DPLQH�
)Ζ63V�LQ�SUDFWLFH��:H�ZLOO�VWXG\�KRZ�WKH�SUDFWLF-
HV�RI�VHOHFWHG�)Ζ63V�GHDO�ZLWK�WKH�TXHVWLRQV�RXW-
lined in this report, in order to identify best prac-
tices. Eventually, our research will culminate in a 
report on best practice and policy recommenda-
tions for FISPs.  

CONCLUSION
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ANNEX 1: KEY QUESTIONS OVERVIEW

Cluster I: Democratic legitimacy
Establishment process

 ۸ :DV�WKH�)Ζ63�HVWDEOLVKHG�WKURXJK�GHPRFUDWLF�GHFLVLRQ�PDNLQJ�SURFHGXUHV"
 ۸ :DV�WKH�GHFLVLRQ�WR�VHW�XS�WKH�SDUWQHUVKLS�VXEMHFW�WR�SXEOLF�GLVFXVVLRQ�DQG� 

political deliberation prior to its start?

Legal basis
 ۸ :KDW�LV�WKH�OHJDO�EDVLV�RI�WKH�)Ζ63"
 ۸ Is the legal basis of the FISP grounded in existing law or through enabling legislation 

drafted with the explicit purpose of creating the FISP?

Necessity
 ۸ +DV�WKH�QHHG�IRU�D�)Ζ63�DV�DQ�DOWHUQDWLYH�RU�DGGLWLRQ�WR�WKH�H[LVWLQJ�&)7�UHJLPH� 

been demonstrated? 

Composition

 ۸ On what basis are decisions made regarding which institutions to include in  
the partnership?

 ۸ Does the inclusion of certain private sector institutions produce a competitive  
disadvantage towards excluded institutions, or vice versa? 

Legitimate aim
 ۸ +RZ�DUH�WKH�REMHFWLYHV�RI�WKH�SDUWQHUVKLS�GHȴQHG�DQG�MXVWLȴHG"�
 ۸ 7R�ZKDW�H[WHQW�GR�WKH�ERXQGDULHV�RI�LWV�SXUSRVH�DOORZ�IRU�ȵH[LELOLW\"

Cluster II: Privacy and proportionality
Scope

 ۸ :KLFK�IDFWRUV�LQȵXHQFH�WKH�VFDOH�RI�GDWD�FROOHFWLRQ"�
 ۸ Is the scope of data collection compatible with the principle of proportionality?

Nature of the information exchanged

 ۸ :KLFK�W\SHV�RI�LQIRUPDWLRQ�DUH�H[FKDQJHG�DV�SDUW�RI�WKH�SDUWQHUVKLS"
 ۸ Does the level of intrusiveness of data collection respect the principle of necessity?
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Access to information

 ۸ On what basis is private sector access to sensitive information formally arranged?
 ۸ :KDW�SURFHGXUHV�DUH� LQ�SODFH�IRU�JUDQWLQJ�DQG�ZLWKGUDZLQJ� LQGLYLGXDOVȇ�DFFHVV� 

to information? 
 ۸ Are formal records kept of each exchange of information?  
 ۸ :KDW�DUH�WKH�SURWRFROV�UHJDUGLQJ�WKH�FLUFXODWLRQ�RI�LQIRUPDWLRQ�ZLWKLQ�SULYDWH�VHFWRU�

institutions and across borders?

Data protection

 ۸ :KDW�LV�WKH�UHOHYDQW�OHJDO�SULYDF\�DQG�GDWD�SURWHFWLRQ�UHJLPH�WKDW�DSSOLHV�WR�WKH�)Ζ63"
 ۸ $UH�WKHUH�XQUHVROYHG�TXHVWLRQV�LQ�WHUPV�RI�MXULVGLFWLRQ��DSSOLFDEOH�ODZ��RU�XQUHJXODWHG�

aspects?
 ۸ Does the FISP fully comply with privacy and data protection regulations, or are certain 
DVSHFWV�LQFRPSDWLEOH�RU�ZLWKLQ�JUH\�]RQHV�RI�SULYDF\�DQG�GDWD�SURWHFWLRQ�UHJXODWLRQV"�

 ۸ +DV�D�3ULYDF\�ΖPSDFW�$VVHVVPHQW�EHHQ�FRQGXFWHG"
 ۸ :KHUH�LV�GDWD�VWRUHG��DQG�LV�WKH�OHQJWK�RI�GDWD�VWRUDJH�PLQLPL]HG"�
 ۸ :KLFK�GDQJHUV�H[LVW�WR�WKH�VHFXULW\�RI�WKH�GDWD"�:KLFK�SURFHGXUHV�DQG�UHVSRQVLELOL-

ties are put into place regarding data security?

3URȴOLQJ�

 ۸ +RZ�DUH�ULVN�DQG��DE�QRUPDOLW\�GHȴQHG"�'RHV�WKLV�GHȴQLWLRQ�OHDYH�URRP�IRU�ELDV"�
 ۸ :KLFK�VDIHJXDUGV�DUH�LQ�SODFH�WR�PLQLPL]H�ELDV�LQ�VXEMHFWLYH�MXGJHPHQWV�RI�LQGLYLGXDOV�

as well as in automated systems? 

Cluster III: Mistakes and misuse
Mistakes

 ۸ $UH�DGHTXDWH�SURFHGXUHV�LQ�SODFH�WR�SUHYHQW��GHWHFW�DQG�UHPHG\�WKH�RFFXUUHQFH� 
of mistakes?

 ۸ +RZ�LV�WKH�ULVN�RI�PLVWDNHV�FRYHUHG�LQ�SULYDWH�VHFWRU�HPSOR\HH�WUDLQLQJ"�

Unintentional misuse

 ۸ :KDW�FRQVWLWXWHV�XQLQWHQWLRQDO�PLVXVH�ZLWKLQ�WKH�)Ζ63"�
 ۸ :KLFK�SURFHGXUHV�DUH�LQ�SODFH�WR�SUHYHQW��GHWHFW�DQG�UHPHG\�XQLQWHQWLRQDO�PLVXVH"
 ۸ +RZ�LV�WKH�ULVN�RI�XQLQWHQWLRQDO�DEXVH�FRYHUHG�LQ�SULYDWH�VHFWRU�HPSOR\HH�WUDLQLQJ"

Intentional misuse

 ۸ :KDW�FRQVWLWXWHV�LQWHQWLRQDO�PLVXVH�ZLWKLQ�WKH�)Ζ63"�
 ۸ :KLFK�SURFHGXUHV�DUH�LQ�SODFH�WR�SUHYHQW��GHWHFW�DQG�UHPHG\�LQWHQWLRQDO�PLVXVH"
 ۸ +RZ�LV�WKH�ULVN�RI�LQWHQWLRQDO�DEXVH�FRYHUHG�LQ�SULYDWH�VHFWRU�HPSOR\HH�WUDLQLQJ"
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Cluster IV: Rights of individuals 
Redress 

 ۸ $UH�D΍HFWHG�SHUVRQV�JLYHQ�VXɝFLHQW�LQIRUPDWLRQ�RQ�SURFHGXUHV�DQG�GHFLVLRQV� 
made as part of the FISP, regarding their data and assets?

 ۸ If the individual has been treated unfairly or in cases where mistakes have been 
made, are there appropriate means of redress and judicial protection?

De-risking
 ۸ :KDW�SURWHFWLRQV�DJDLQVW�GH�ULVNLQJ�DUH�LQ�SODFH"
 ۸ +RZ�LV�VXVSHFWVȇ�EDQNLQJ�DFFHVV�SURWHFWHG��HVSHFLDOO\�ZKHQ�WKH\�DUH�QRW�DFFXVHG� 

or indicted?
 ۸ +DYH�SURFHGXUHV�EHHQ�DJUHHG�FRQFHUQLQJ�WKH�SULYDWH�SDUWQHUȇV�UHVSRQVLELOLWLHV� 

and obligations towards suspects’ banking access, and the provision of information 
to clients whose banking relation has been terminated?

 ۸ +DV�EDQN�OLDELOLW\�EHHQ�FODULȴHG�DQG�OLPLWHG" 

Cluster V: Accountability
Internal accountability

 ۸ +RZ�GRHV�WKH�)Ζ63�KROG�LWVHOI�LQWHUQDOO\�DFFRXQWDEOH�IRU�RSHUDWLQJ�LQ�DOLJQPHQW� 
with ethical standards? 

Oversight

 ۸ Are FISP activities subject to regulatory oversight?  
 ۸ +RZ�GRHV�WKH�)Ζ63�HQVXUH�SROLWLFDO�DFFRXQWDELOLW\"�
 ۸ ΖV�WKH�)Ζ63�VXSSRUWHG�E\�EURDG�FLWL]HQV�FRQVHQW"�

Transparency

 ۸ Does the FISP regularly publish information about its activities, and does this  
include information about its ethical and legal aspects? 

 ۸ To which publics is reporting made available? 
 ۸ $UH�WKH�RSHUDWLRQV�RI�WKH�)Ζ63�VXɝFLHQWO\�WUDQVSDUHQW�VR�WKDW�WKH\�PD\�FRQWLQXH� 

to be subjected to public debate? 
 ۸ If there is a need to keep aspects of the FISP secret, how is that secrecy explained  
DQG�MXVWLȴHG"�

Sanctions

 ۸ :KDW�SURFHGXUHV�DUH�LQ�SODFH�WR�SHQDOL]H�DQG�DPHQG�WUDQVJUHVVLRQV�VXFK�DV� 
mistakes, misuse or bias?  

 ۸ :KDW�FRQVHTXHQFHV�DUH�DWWDFKHG�WR�WKH�)Ζ63�RU�LWV�PHPEHUV�LI�WKH\�IDOO�VKRUW� 
of respecting fundamental rights, proportionality or ethical standards?
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